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TSplus Advanced Security - Lisansinizi
aktif hale getirmek

Adim 1: Lisansinizi Lite modundan
etkinlestirin

Lisans satin almak icin "Deneme Lisansi"
digmesine veya lisansiniz ve Aktivasyon
Anahtariniz varsa Lisans sekmesine tiklayin.

Ardindan, "Lisansini Etkinlestir" digmesine
tiklayin.

Siparis onay e-postamizda kalici
etkinlestirme anahtarinizi
(XXXX=-XXXX-XXXX-XXXX) bulacaksiniz.

TSplus Advanced Security - Activating your
license

Aboneliginizi etkinlestirmek istiyorsaniz,
lGtfen abonelik anahtarinizi girin
(S-XXXX-XXXX- XXXX-XXXX).

Step 1: Activating your license from Lite mode

Click on the “Trial Licanse” buttan 1o purchase a license or on the License tab if you already have
alicensa and an Activation Key.

Then. click on the “Activate your Licensa” butlon

You will find your permanent activation key (OOOC-X0C-X00-XXXX) in aur order confirmatian
email.

If you wish to activale your subscription, please enlar your subserption key (S-X00C-XI00C-
HXXX-KAXK).
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Etkinlestirme anahtarini bilmiyorsaniz, lUtfen
2. adima gecin, aksi takdirde 3. adima

gecin.

Adim 2: Etkinlestirme anahtarinizi
Lisanslama portalindan alin

Aktivasyon Anahtarinizi almak igin
Lisanslama Portalimiza baglanin ve E-posta
Adresinizi ve Siparis Numaranizi girin:

Musteri portaliniz hakkinda daha fazla bilgi
icin Masteri Portali Kullanici Kilavuzu'nu
indirin.

Etkinlestirme anahtariniz gosterge panelinin
ust kisminda goruntulenecektir:

. — Adim 3: istenen lisanslari secin ve
H you da hol know you activatian key, plaase proceed (o step 2. Otherwise, pracesd 1o step 3. G u n C e I I e &

Step 2: Retrieve your activation key from the
Licensing portal

In erder to gel your Activation Key, connect Lo our L cens 10 ool and enter your Email Address
and your Order Number-

1= for mora information about your custemer portal,

Your activation key will be displayed at the top of the dashboard:

e

Step 3: Select requested licences and Update &
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Support services for installed products
Enter your activation key and click on “Next’.

License Activation

Please seiect e icense(s) you wanl io aclivate on INis compuler.
Tspius Advanced Security {already activated on this computer]
© Do not activate acditicnal Updates/Suppo
1 Update/Suppont Usess for TSplus Advanced 8

irate edition - 1 year
The licerses ksted above are all e censes curfenlly avakaie fof activabion on this compuler

11 ¥ou have purchased muRiple LONS, BNl DN il De GSPIaYEd I TS BS1 Fof N computer, and you
wil be able 1o activate e other uns on other computers

Check one or more items and click on the “Next” butlon. Please note that you can activate

several products at the by checking ‘andior support subscriptions.

License Activation

Your license has been activated!
- Update:Support Lsers Sor TSplus. Advanced Securty URimats edtion - 1 year

Thank you for your businesst
YO Can now sadely ciose s winoow

All your selested products and support subseriplions afe now activated (in this example. bath
TSplus with support and TSplus Advanced Security have been activated at onca).

Refresh your licensing status by clicking on the coresponding button.

tsplus.com.tr
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Kurulan Urunler icin destek hizmetleri

Etkinlestirme anahtarinizi girin ve "Sonraki"
ye tiklayin.

Bir veya daha fazla 6geyi kontrol edin ve
"Next" digmesine tiklayin. Birkag urind ve
/ veya destek aboneliklerini kontrol ederek
aynl anda birkac¢ urtnd
etkinlestirebileceginizi lutfen unutmayin.

TUm secili Urtnleriniz ve destek
abonelikleriniz artik etkinlestirildi (bu
ornekte, hem TSplus hem de TSplus
Advanced Security bir kerede
etkinlestirildi).

Lisanslama durumunuzu ilgili digmeye
tiklayarak yenileyin.
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Activating your license (Offline)

Please refer to the procedure described for TSplus Remote Access:

Rehosting your license

Pieasa refer 1o the procedure described for TSplus Remote Acesss: Lol

Note:: You can download a license hic fils on the Licensing Portal for TSplus Advanced Securi

versions balow. Please refer to tha Cusion for more information

Thank yau for choosing TSplus Advancad Security!

tsplus.com.tr
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Lisansini etkinlestirme (Cevrimdisi)

Lutfen TSplus Remote Access icin
aciklanan prosedure bakin: TSplus
Lisansinizi Etkinlestirme (Cevrimdisi)

Lisansinizi yeniden barindirin

Lutfen TSplus Remote Access icin
aciklanan prosedure bakin: TSplus
Lisansinizi yeniden barindirin

Not:: Asagida TSplus Advanced Security
surUmleri icin Lisans Portali'na lisans.lic
dosyasini indirebilirsiniz. Daha fazla bilgi
icin lutfen Musteri Portall Kullanici
Kilavuzu'na bakin.

TSplus Advanced Security'l sectiginiz igin

tesekkur ederiz!

sales@tsplus.com.tr
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Advanced - Backup and Restore

Backup and Restore Data and Settings

You can backup of restore TSplus Advanced Security's dala and saltings by elicking on the
butten “Backup / Restora” on the top:

% TSplus Advanced Security - Backup/Restore x
Backup
[ Bockup ]
Restare
m:u—m-.z}_!m-]! ~|
Restore Fmr! klll!m DIIU

The backup will be saved in the folder archives locatad in TSplus Advancad Security's setup

tsplus.com.tr
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Gelismis - Yedekleme ve Geri Yukleme

Veri ve Ayarlari Yedekleme ve Geri
Yukleme

TSplus Advanced Security'in verilerini ve
ayarlarini, Gstteki "Yedekle / Geri Yikle"
digmesine tiklayarak yedekleyebilir veya
geri yukleyebilirsiniz:

Yedekleme, TSplus Advanced Security'in
kurulumunda bulunan klasor arsivlerine
kaydedilecektir.

sales@tsplus.com.tr
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directory. By defaull, the archives folder is located here: G:\Program Files (x86)\TSplus-
Security\archives

Using the command line to backup and restore

The command usaga is described below.

= Backup: TSplus-Security.exe /backup [optional path te a directory]

By default, the backup will be created in the archives directory located in TSplus Advanced
Security setup folder. However, the backup may be saved in a specified fokder. Relative and
absolute paths are allowad

+ Rastore: TSplus-Security axe jrestore [path to a backup directory]

The specified backup directory must contain a dala and a settings folder, as created by the /
backup cemmand.

Configuring backups

Pleasa nole that you can specify the following advanced seltings in the registry.

The backup directory can be specified in the registry key
HKEY_LOCAL_MACHINE\SOF TWARE\Digital RiveriRDS-Toolsiknightiarchivespath. By
default, the “archives” directory of the Advanced Security setup directory will be used.

The maximum number of backups available can be specified in the registry key
HKEY_LOCAL MACHINE\SOFTWARE!Digital RiveriRDS-Toolsiknightimaxarchives. By
default, Advanced Securily keeps the last 3 backups.

Migrate your data and settings to another computer

Pleasa follow the steps below to migrate Advanced Security from computer A to computer B:

3.
On computer A, pleass click on the Backup buttan 1o create a new backup. Sattings and data
will be saved in the archives directory, located in advanced-security setup directory (typically
C\Program Files (xBENTSplus-Security\archives).

2.
Capy the newly created backup folder (e.g. named backup-2019-08-11_14-37-31), including

tsplus.com.tr
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directory. By default, the archives folder is located here:
C:\Program Files (x86)\TSplus- Security\archives

Yedekleme ve geri yuklemek icin komut satirinin
kullaniimasi

Komut kullanimi asagida agiklanmistir:

Yedekleme: TSplus-Security.exe /backup [bir dizine
istege bagh yol]

Varsayilan olarak, yedekleme TSplus Advanced Security
kurulum klasérinde bulunan arsiv dizininde
olusturulacaktir. Ancak, yedekleme belirtilen bir klasére
kaydedilebilir. Bagil ve mutlak yollara izin verilir.

Geri YUkleme: TSplus-Security.exe [restore [bir
yedekleme dizinine giden yol]

Belirtilen yedekleme dizini, / yedekleme komutu
tarafindan olusturuldugu gibi bir veri ve ayarlar klaséri
icermelidir.

Yedekleri yapilandirma

Kayit defterinde asagidaki gelismis ayarlari
belirtebilecedinizi litfen unutmayin:

The backup directory can be specified in the registry key
HKEY_LOCAL_MACHINE\SOFTWARE\Digital
River\RDS-Tools\knight\archivespath. By default, the
“archives" directory of the Advanced Security setup
directory will be used.

The maximum number of backups available can be
specified in the registry key
HKEY_LOCAL_MACHINE\SOFTWARE\Digital
River\RDS-Tools\knight\maxarchives. By default,
Advanced Security keeps the last 3 backups.

Veri ve ayarlarinizi bagka bir bilgisayara tasiyin

Geligsmis Guvenlik'i A bilgisayarindan B bilgisayarina
tasimak icin lutfen asagidaki adimlari izleyin:

1.

On computer A, please click on the Backup button to
create a new backup. Settings and data will be saved in
the archives directory, located in advanced-security
setup directory (typically C:\Program Files
(x86)\TSplus-Security\archives). 2.

Yeni olusturulan yedekleme klasoriinii kopyalayin (6rn.:
yedegdi 2019-09-11_14-37-31), dahil olmak tzere

oM
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A bilgisayarindaki arsiv dizininden B
bilgisayarindaki arsiv dizine kadar tim
icerikler. 3.

B bilgisayarinda, Yedekleme / Geri Yukleme
penceresinden, "Geri YUkle" bolumunde,
geri yuklenecek ilgili yedekleme adini segin.
4.

Ardindan, ayarlari geri yuklemek igin
yalnizca Geri Yukleme Ayarlarini tiklayin.
Alternatif olarak, bir go¢ icin tavsiye

all content_ from the archives directory on computer A to the archives directory on computer B ed i | m eye n a n Ca k bi I g i Saya r A . 5 |te g e I i § m i§
e e R s e ot o o guvenligi geri yuklemek icin kullanigh olan
S, ko s ol s g b, g ik tum veri ve ayarlari Geri YUkleme'ye

on Reslore to reslore all data and seftings, which is not recommended for a migration but
useful 1o restore advansed-securily on computer A,

tiklamak mumkundur.

5.
Please wail at most 2 minutes for the sattings 1o ba reloaded by advanced-security features.

" Lutfen ayarlarin gelismis guvenlik dzellikleri
atabase
RO — tarafindan yeniden yuklenmesi icin en fazla
This database is stored in data folder localed in TSplus Advanced Security's selup directory. 2 d a ki ka be kl eyi n.
' Veritabani
= — Bir veritabani Olaylari, IP adreslerini,
el Ransomware saldiri raporlarini ve

programlari beyaz listelerini saklar.

Bu veritabani, TSplus Advanced Security'in
kurulum dizininde bulunan veri klasoriinde
saklanir.

Surum 5'ten ve surim 5.3.10.6'dan onceki
Gelismis Guvenlik, LiteDB veritabani
motorunu kullanir.

5.3.10.6 surumunun uzerindeki Gelismis
Guvenlik, bir SQLite veritabani motoru
kullanir.

v;_,“\
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Gelismis - Bruteforce Koruma

Bruteforce Koruma sekmesi, varsayilan
degeri "Hayir"dan "Evet" e degistirerek,
isterseniz Yerel ve Ozel IP Adreslerini
Gormezden Gelmenizi saglar.

Advanced - Bruteforce Protection

The Bruteforce Protection lab allows you 1o Ignore Local and Private IP Addresses if you wish
ta, by ehanging the default value from “No" to “Yes".

@),
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Advanced - Firewall

The Firewall tab allows you 1o activate the Windows Firewall or deactivate it in favor of the
TSplus Advanced Security built-in firewall

Since version 4.4, a built-in firewall is included in TSplus Advanced Security.
As a general guidance, if Windows Firewall is activated on your sarver. then you should use it to
enforce TSplus Advanced Security rules (default). If you installed another firewall, then you must

activate TSplus Advanced Security built-in firewall.

Use Windows Firewall In order Lo aclivate the buill-in firewall, go to Settings > Advanced >
Product = Uss Windows Firewall and set the value ta: No If Yes, then the offending IP addresses
will ba blocked using Windows Firewall. TSplus Advanced Security firewall will be used
othenwise.

Unblock after Change this selting lo automatically unblock IP addresses after a certain amount
of time (in minutes). Default value is 0, disabling this feature. Value: 0

Enable Hacker IP i ization Keep your maching protected

3y
against known threats such as ondline atlacks, on-line service abuse, malware, botnets and other

slectronic activities with the Hacker IP Prolection Support and Updates Servicas subscriplion is

tsplus.com.tr
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Geligsmis - Guvenlik Duvari

Guvenlik Duvari sekmesi, Windows Guvenlik
Duvari'ni etkinlestirmenize veya TSplus
Advanced Security yerlesik glvenlik duvari
lehine devre disi birakmaniza izin verir.

Surim 4.4'ten bu yana, TSplus Advanced
Security'a yerlesik bir glivenlik duvari
dahildir.

Genel bir kilavuz olarak, Windows Firewall
sunucunuzda etkinlestirilirse, bunu TSplus
Advanced Security kurallarini uygulamak icin
kullanmalisiniz (varsayilan). Baska bir
guvenlik duvari yuklediyseniz, o zaman
TSplus Advanced Security yerlesik guvenlik
duvarini etkinlestirmeniz gerekir.

Windows Firewall'l kullanin Yerlesik glvenlik
duvarini etkinlestirmek icin Ayarlar>
Gelismis> Uriin > Windows Giivenlik
Duvari'ni kullanin ve degeri su sekilde
ayarlayin: Hayir Evet ise, rahatsiz edici IP
adresleri Windows Guvenlik Duvari
kullanilarak engellenecektir. TSplus
Advanced Security guvenlik duvari aksi
takdirde kullanilacaktir.

Belirli bir stire sonra (dakikada) IP adreslerinin
engelini otomatik olarak kaldirmak icin bu
ayari deqistirdikten sonra engellemeyi kaldir.
Varsayilan deger 0'dir, bu 6zelligi devre disi
birakir. Deger: O

Hacker IP adreslerini otomatik
senkronizasyonu etkinlestir Makinenizi,
Hacker IP Koruma Destegi ve Glncellemeleri
Hizmetleri aboneligi ile cevrimici saldirilar,
cevrimici hizmet kodtuye kullanimi, kdti amacl
yazilimlar, botnetler ve diger elektronik
faaliyetler gibi bilinen tehditlere karsi korumali
tutun

o)
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gerekli. Deger: Evet

Hacker IP listesinin gelistiriimesine katkida
bulunun TSplus Advanced Security'in
Hacker IP'ye karsi korumayi artirmak igin
anonim kullanim istatistikleri gdndermesine
izin verin. Deger: Evet

required. Value: Yes
Contribute to improve Hacker IP list Allow TSplus Advancad Security to send anonymous

usage stalistes to enhance protection against Hacker |P.
Value: Yes

)
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Gelismis - Cografi Koruma

Cografi Koruma sekmesi, Cografik Koruma
Ozelligi tarafindan izlenen iglemleri
eklemenize veya kaldirmaniza olanak tanir.

Varsayilan olarak HTMLS hizmeti izlenir.

izlenen Portlar ayarlari, Cografi Koruma
ozelligi tarafindan izlenen portlari
eklemenize olanak tanir. Varsayilan olarak,
Cogra Koruma, bir sunucuya uzaktan
baglanmak icin kullanilan varsayilan portlari
Advanced - Geographic Protsciion dinler. Bu portlar arasinda RDP (3389),
Telnet (23) ve VNC portlari bulunur.
Cografik Koruma, TSplus ile herhangi bir
el S sekilde ilgili olmayan asadidaki VNC
sadlayicilari destekler: Siki VNC, Ultra VNC,
Tiger VNC ve Gercek VNC.

By defaull, the HTMLS service is walched.

The Watched Ports sellings allows you to add ports watched by the Geographic Protection
feature. By defaull, Geographic Protection listens to default ports used for connecting remotely to
a sarver. Thase ports include RDP (3389). Telnet {23) and VNC ports. Geographic Protection
supports the following VNG providers: Tight VNG, Ultra VNG, Tiger VNC and Real VNG, which
are nol related whatsoever with TSplus.

)
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Gelismis - Gunlukler

Gunlukler sekmesi, hizmet ve dzellik
gunluklerini etkinlestirmenize veya devre
disi birakmaniza olanak tanir. Kayitlar,
TSplus Advanced Security'ta karsilasilan
hatalarin kokenini daha kolay bulmak icin
mevcuttur.

To retrieve the logs, open an Explorer and
browse to the logs folder of TSplus
Advanced Security's setup directory. By
default, logs will be located here:
C:\Program Files (x86)\TSplus-

Advanced - Logs

Security\logs
T . fi
g::m‘;:.l;‘:";wl::::z:g::eu:;;a?::;::::::a‘::;r;::ﬁymgsmslm R TSp'u S Advanced Secu r|ty hizmet ve
To retrieve the logs, open an Explorer and browse 1o the logs folder of TSplus Advanced . . . . . . .
Sa Ity tup directory. By dafault, h il be located b 2 C:\P Fil (EEMTSI -
Sl ek el By el e s Kt 0 e TS uygulama gunluklerini etkinlestirin veya

devre disi birakin, bunlar sirasiyla arka
planda calisan kuresel yapilandirma hizmeti
ve uygulama arayuzu igin gunluktur.

Ayrica, ilgili TSplus Advanced Security'in
S— ozelliklerine karsilik gelen gunlukleri
e ey el i b g etkinlestirebilirsiniz:

intarfaca.

You can alse enable logs corresponding to the respective TSplus Advanced Security's features:

+ Service

Hizmet Bruteforce Koruma Cografi Koruma
+ Bruteforce Protaction
S e Ransomware Koruma Kisitlama Calisma

+ Ransomware Protection
+ Rastrict Warking Hours

- Fel. Saatleri Guvenlik Duvari.. Uygulama

o)
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Tdm gunlUkler varsayilan olarak devre disi
birakilir. GUnltkler farkh bilesenlere karsilik
gelir, destek ekibimiz karsilastigi soruna
gore hangi degeri koyacaginizi size
sdyleyecektir.

All logs are disabled by default. Logs correspond to different companents. our support team will
tall you what value to put according to the problem encountered.

)
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Advanced - Product

The Product lab allows you o add a PIN code 1o the application

Click on Save. The PIN code will be required the next time you will start the application,

You can also contribute to improve the product, by sending ananymous data (enabled by
default): YES

The following data will be collected in case of a Ransomware attack:
= TSplus Advanced Security's version.

* Windaws version.

* Suspacled files'paths that lead 1o the ransomware attack.

Madifying the Computer nickname is also possible.

The Data Retention Policy defines the pericd of time after which TSplus Advanced Security's
events are removed from the database. A backup is performed before each dalabase cleanup

This poilcy Is defined In minutes. Default data reantion policy is 258 200 minules, or & manths.

tsplus.com.tr
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Gelismis - Uriin

Uriin sekmesi, uygulamaya bir PIN kodu
eklemenize izin verir:

Kaydet'e tiklayin. Bir dahaki sefere
uygulamayi baslatacaginizda PIN kodu
gerekecektir.

Ayrica, anonim veri gondererek (varsayilan
olarak etkinlestirilir): EVET

Asagidaki veriler bir Ransomware saldirisi
durumunda toplanacaktir:

TSplus Advanced Security'in surumda.
Windows surumu. Ransomware saldirisina
yol acan supheli dosyalarin yollari.

Bilgisayar takma adini degistirmek de
mumkundur.

Veri Tutma Politikasi, TSplus Advanced
Security'in olaylarinin veri tabanindan
kaldinldigi sureyi tanimlar. Her veritabani
temizleme isleminden once bir yedekleme
yapllir. Bu politika dakikalar iginde
tanimlanir. Varsayilan veri saklama politikasi
259 200 dakika veya 6 aydir.
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Advanced - Ransomware Protection

The Ransomware Protection tab allows you 1o configure the snapshot properties and define
ignared file extensions for the Ransomware Protection featurs.

Snapshot Path: Define the direciory where Ransomware Protection stores file snapshols.
Default value is: C:\Program Files (x86)\TSplus-Security\snapshots

Ignored Extensions: By defaull, Ransomware Protection ignores well-known extensions af
temporary files for ransomware activity. - You can define custome extension

names on the value field (semicolon separated)

File Snapshot Max Size: File Snapshots Max Size defines the maximum space allowed lo
retain file snapshots.

The size is expressed in percentage of total avallable space on the disk where Snapshot Path
rasides.

File Snapshot Retention: File Snapshol Retantion defines, in seconds, the retention palicy of a
file snapshot.

tsplus.com.tr
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Gelismis - Ransomware Koruma

Ransomware Koruma sekmesi, anlik
goruntu ozelliklerini yapilandirmaniza ve
Ransombustan Korunma 6zelligi igcin g6z
ardi edilen dosya uzantilarini tanimlamaniza
olanak tanir.

Snapshot Path: Ransomware Protection'in
dosya anlik goruntulerini sakladigi dizini
tanimlayin.

Default value is: C:\Program Files
(x86)\TSplus-Security\snapshots

GOz ardi Uzantilari: Varsayilan olarak,
Ransomware Korumasi fidye yazilimi
etkinligi icin gecici dosyalarin iyi bilinen
uzantilarini gérmezden gelir. Listeye
buradan bakin. Deger alaninda 6zel uzanti
adlarini tanimlayabilirsiniz (semicolon
ayriimis):

File Snapshot Max Size: File Snapshots Max
Size, dosya anlik goruntulerini saklamak
icin izin verilen maksimum alani tanimlar.

Boyut, Snapshot Path'in bulundugu diskteki
toplam kullanilabilir alanin ylzdesiyle ifade
edilir.

Dosya Snapshot Tutma: Dosya Snapshot
Saklama, saniyeler icinde bir dosya anlk
goruntisunun tutma politikasini tanimlar.

o)
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Tutma sUresi sona erdikten sonra dosya
anlik goéruntusa silinir. Defaut ile 300 saniye
(yani 5 dakika)

Kayit Snapshot Tutma: Kayit Snapshot
Saklama, saniyeler icinde bir kayit defteri
anlik goruntusunun saklama politikasini
tanimlar. Tutma slresi sona erdiginde, kayit
defteri anlik goruntlsu silinir. Defaut
tarafindan, 300 saniye (yani 5 dakika)

Ekran Algilama Uyarisi: Ransomware

::‘:::;:: retention period has anded, the fila snapshat is deleted. By defaut, 300 seconds {ie. 5 KO ru m a S I b i r Sa | d I rl te S pit ed i p

S8y mH. e i, P e S R durdurdugunda kullanicinin masaustinde
deleted. By defaut, 300 seconds fi.e. 5 minutes)

Display Detection Alert: Display an alerl message window on user's deskiop whan b Ir u ya rme Sa] | p enceresi g oru ntU Ie r.

Ransomware Prolection has detected and stopped an attack.

Allowed PowerShell and CMD scripts: Allowad PowarShell and GMD seripts lists the complela

e s o the PowerShol ad CHD sl allwed s b0 exeutadon e machine izin verilen PowerShell ve CMD betikleri:

s e Makinede calistirimasina izin verilen
PowerSell ve CMD scriptlerinin tum dosya
yollarini listeler.

izin verilen betiklerin yiritilmesi
Ransomware korumasini tetiklemez
(semicolon ayrilmis).

v;_,“\
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Gelismis Guvenilir Cihazlar

Guvenilen Cihazlar sekmesi, TSplus Remote
Access' Web Portali'ndan baglantilari
etkinlestirmenizi saglar.

Not:

-Guvenilir Cihazlar HTMLS oturumlari ile
uyumlu degildir. -Guvenilir Aygitlar, gercek
ana bilgisayar adlarini gizledikleri i¢in iOS /
Android mobil cihazlarla uyumlu
degildir.-Uzak makinenin ana bilgisayar adi

Advanced - Trusted Devices makinenin kendisi tarafindan tanimlanir.
Makinenin yapilandirmasina gore gizlemesi
veya degistirmesi muhtemeldir.

The Trusted Devices lab allows you lo enable connections from the TSplus Remole Access'

Web Portal.

TSplus Advanced Security'in Guvenilir
-Trusted Devicas is not compatible with HTMLS sessions. -Trusled Devices is not compatible t - t t

th 105 | Android mobile devices as they hide th al hostnames. -The hostna f th Ayg I b gl TSpI R
e e e, Itiari, baglanti us kemote

according to its configuration

Access'nin Web portalindan baslatilirsa
istemci adini cozemez. Bu nedenle,
Guvenilir Cihazlar varsayilan olarak Web
Portali'ndaki herhangi bir baglantiyi
engeller. Web portalindan baglantilara izin

i~1 n n
= vermek i¢in bu ayari "Evet" olarak
TSplus Advanced Securily's Trusted Devices cannat resolve the client name if the connection is .e .
initiated from TSplus Remote Access' Web portal. Therefors, Trusted Devices will block I L tf b I
Gonnecons o W Pra by dau. el e sting Ve o alow cannackans o he ayariayin. Lutien bu eylemin sunucunuzun
Web portal. Please be aware that this action will diminish your server's security.

guvenligini azaltacagini unutmayin.

)
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Advanced - Restrict Working Hours

The Restrict Working Hours lab allows you 1o Schedule a warning message before the user is
Iogged off

‘Warning message schedule You can configure in number of minutes befare the user is
automatically disconnecled. By default, it is sel lo 5 minutes.

‘Warning message A warming message may be defined al your convenience, with placeholders
named %MINUTESBEFORELOGOFF %, %DAY%, %STARTINGHOURS% and
$%ENDINGHOURS %, which will ba respectively replaced by the current number of minutes
bafore the session closes, the current day, the current day's starting and ending working hours

Default server timezone A default server timezone may be defined to apply the warking hours
rules accordingly by salecting the corespanding one an the drop-down list

‘Working hours title Title of the form displayed 1o the end-user, when histher working hours are
ending (defaull: TSplus Advanced Securily)

Show logo on working hours If set ta “yes”, the loga Is shown in the form displayed to the end-
user, when his/har working hours are ending (default: “yes’)

tsplus.com.tr
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Gelismis - Kisith Calisma Saatleri

Kisitlama Calisma Saatleri sekmesi, kullanici
oturum agmadan once bir uyarl mesajl
zamanlamanizi saglar.

Uyari mesajl zaman ¢izelgesi Kullanici
otomatik olarak baglantisi kesilmeden 6nce
birkac dakika icinde yapilandirabilirsiniz.
Varsayilan olarak, 5 dakikaya ayarlanir.

Uyari mesajl Bir uyari mesaji, oturum
kapanmadan once gecerli dakika sayisi ile
degistirilecek
o0lan%MINUTESBEFORELOGOFF %, % DAY %
, % STARTINGHours% ve% ENDINGHours %
adli yer tutucularla, kolaylik i¢cinde
tanimlanabilir, gecerli gln, gecgerli glindn
baslangi¢ ve bitis calisma saatleri.

Varsayilan sunucu zaman dilimi Ontanimli
bir sunucu zaman dilimi, acilir listedeki
karsilik geleni segerek ¢alisma saatleri
kurallarini buna gore uygulamak igin
tanimlanabilir.

Calisma saatleri bashgi Son kullaniclya
goruntidlenen formun basligl, calisma
saatleri sona erdiginde (varsayilan: TSplus
Advanced Security)

Calisma saatlerinde logoyu goster "Evet"
olarak ayarlanirsa, logo son kullaniclya
gosterilen formda gdsterilir, calisma saatleri
sona erdiginde (varsayilan: "evet")

o)
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Uyarilar
Microsoft Teams'de bir uyari olusturun.

Yapilacak ilk sey, uyarilari gondermek
istediginiz Teams kanalinda bir is akisi
olusturmaktir. Bunu yapmanin iki yolu
vardir:

Alerts

Program hacker.exe has been detected as a threat and
has been terminated on computer DV (MACHINE-NAME)

Create a Alert in Microsoft Teams.

The first thing to do is creala a workflow in the Teams channel you want lo send alerts to.
There are two ways to do this:

)
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+ inPower Automate ( powerautom ) = My Flows > New Flow
=+ directly in MS Teams: select the *..." icon next to the channel you want Lo use, then
“Workflows

You can create a flow with an existing template; search for “webhook” and you'll find “Send
‘webhook alerts to a channel.”

All templates Top picks Shared

o I3

Send webhook alerts to a channel

Microsoft Power Automate Communit

b

Fill in the details {which channal to publish to). This is a lille more convenient when creating the
‘workflow directly from MS Teams.

tsplus.com.tr
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Power Automate'de
(https://make.powerautomate.com/) >
Akislarim > Yeni Akis

dogrudan MS Teams'te; kullanmak
istediginiz kanalin yanindaki "..." simgesini
secin, ardindan

"is Akislar"

Varolan bir sablonla bir akig
olusturabilirsiniz; "webhook" icin arama
yapin ve "Webhook uyarilarini bir kanala
goénderin."

Ayrintilari doldurun (hangi kanala

/99

yayinlanacagini). Bu, is akisini dogrudan MS

Teams'ten olustururken biraz daha
uygundur.

sales@tsplus.com.tr
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Sunucunuzu givenle koruyun.

8
==

Gopy the URL; this is the one you neesd to provide in Teams settings, in Advancad Sacurity or

Server Manitoring.

Finally, edit the flow you just craated, remove the “Sand every Adaptive Card” option, and

replace it with the following component:

(befors editing)

tsplus.com.tr
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URL'yi kopyalayin; Gelismis Guvenlik veya
Sunucu izleme'de Teams ayarlarinda
vermeniz gereken budur.

Son olarak, yeni olusturdugunuz akisi
duizenleyin, "Her Adaptif Karti Gonder”
secenegdini kaldirin ve asagidaki bilesenle
degistirin:

(diizenlemeden oOnce)
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Bir Teams webhook istegi alindiginda +++
Her adaptif kart oe gdnderin * S lectionnez
un r sultat 4 partir desGtapes prGc dentes
LJ. Tri Post karti bir sohbet veya kanal te?

L Ajouter une action + NouvelleGtape
Enregistrer (dlizenlemeden sonra) Bir
Teams webhook istegi alindiginda oo + Ti
Publier la carte dans une conversation
instantanGe ou un channel t+ "Kone Kart
Tipi Kimligi, biri adaptif bir arabaya cevap
verdiginde karsilik gelmelidir Masquer les

E When 2 Teams webhook request is recered . o
i options avancGes "*
Send esch adaptive card
L e
ﬁ ok v o & e el

ggggg
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Bruteforce Koruma

Bruteforce Korumasi, genel sunucunuzu
Yonetici girisinizi ve sifrenizi tahmin etmeye
calisan bilgisayar korsanlarindan, ag
tarayicilarindan ve kaba kuvvet
robotlarindan korumanizi saglar. Mevcut
girisleri ve parola sozlUklerini kullanarak,
her dakika yuzlerce ila binlerce kez
sunucunuza otomatik olarak giris yapmaya
calisacaklardir.

Bu RDP Defender ile, Windows basarisiz
giris denemelerini izleyebilir ve birkag
basarisizliktan sonra rahatsiz edici IP

Bruteforce Protection

o . . .
The Bruteforce Protact able: o protect biic server from hackers, network d I t tk I kk I ty
Lt banldea'hean s vy v s Y s g e Ui aaresierini otomatik olarak Kara listeye
current loging and password dictionaries, they will automatically Lry Lo login Lo your server e . .
hundreds to thousands times every minute a Ia b I I I rS I n I Z
.

With this RDP Defender, you can monitor Windows failed login attempts and automatically
blacklist the offending IP addresses after saveral failuras.

oM
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*You can set the maximum failed logon attempts from a single IP address inside the IPs
Detection block (by default, it is 10), as well as the time of reset for failed logon attempts
counters (by default it is 2 hours).

On the bottom of this window, you can see the Defender status, where you can check if the
HTML5 Web Partal logon failures, the Windows Logon Failures are manitored and if the
Windows Firewall and advanced-security service are enabled

In this case, like in our example. all the status are ticked

Manage Blocked IP addresses: You can of course configure it 1o match your needs, for
example by adding your own workstation IP address in the 17 . 5o this ool never
block you. You can add as many IP addresses as you want in the whitelist. These addresses
will never be blocked by the bruleforce Protection.

ou can ignore Local and Private IP Addresses by changing the defaull setting on the

Note: If you ever nalice thal the Bruteforce Protection blocked 10 IP addresses per day and that
naw, it ks not the case anymore; and blocks one, two or even doesn't black any address, it is
actually normal. Indeed, before advanced-security installation, the server having an RDP port
publicly available i knawn by all the rabols, and many rabols iry the current passwords and the
ones coming from dictionaries. When you install advanced-security, these robots are
progressively being blocked, so that one day:

tsplus.com.tr
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IPs Detection blogu icindeki tek bir IP
adresinden (varsayilan olarak 10) maksimum
basarisiz logon denemelerini ve basarisiz logon
girisimleri sayaclari icin sifirlama suresini
ayarlayabilirsiniz (varsayim olarak 2 saattir).

Bu pencerenin alt kisminda, HTMLS Web Portali
oturum agma hatalarinin, Windows Oturum
Acma Hatalarinin izlenip izlenmedigini ve
Windows Guvenlik Duvari ve gelismis guvenlik
hizmetinin etkin olup olmadigini kontrol
edebileceginiz Defender durumunu
gorebilirsiniz.

Bu durumda, érnegimizde oldugu gibi, tim
durum isaretlenir.

Engellenen IP adreslerini yonetin: Tabii ki
intiyaclarinizi karsilayacak sekilde
yapilandirabilirsiniz, érnegin IPs Whitelist'e
kendi is istasyonu IP adresinizi ekleyerek,
boylece bu arag sizi asla engellemez. Beyaz
listede istediginiz kadar IP adresi
ekleyebilirsiniz. Bu adresler kaba kuvvet
korumasi tarafindan hicbir zaman
engellenemez.

Yerel ve Ozel IP Adreslerini, Ayarlar> Gelismis>
Bruteforce sekmesindeki varsayilan ayari
degistirerek goz ardi edebilirsiniz.

Not: Bruteforce Korumasi'nin gunde 10 IP
adresini engelledigini ve artik boyle olmadigini
fark ederseniz; ve bir, iki veya hatta herhangi
bir adresi engellemez, aslinda normaldir.
Gercekten de, gelismis guvenlik kurulumundan
once, halka acik bir RDP portuna sahip olan
sunucu tim robotlar tarafindan bilinir ve birgok
robot mevcut sifreleri ve sozluklerden gelenleri
dener.

Geligsmis glvenlik yuklediginizde, bu robotlar
asamali olarak engelleniyor, bdylece bir gun:

~l";"“‘
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* Most of the aclive robals are already blocked and are not interested by the server, even the
new ones.
+ Also,_the server does not appear anymara on the list of publicly knawn servers.

Disable feature and block forever

= Disable the Brutelorce feature by setting the “Maximum failed logon attempts” parameler to 0.

+ Block an IP address detectad by Bruteforce indsfinitely by setting the “Reset counter”
parameter lo 0.

sgart i s g g sty

tsplus.com.tr
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Aktif robotlarin gogu zaten engellenmis ve
yenileri bile sunucu tarafindan ilgilenmiyor.
Ayrica, sunucu artik halka acik olarak
bilinen sunucular listesinde gérinmayor.

Ozelligi devre disi birak ve sonsuza
kadar engelle

Bruteforce 6zelligini "Maksimum basarisiz
logon denemeleri" parametresini O olarak
ayarlayarak devre disi birakin. Bruteforse
tarafindan tespit edilen bir IP adresini,
"Reset counter" parametresini sifira
ayarlayarak suresiz olarak engelleyin.
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Command lines

We are pleased 1o provide you wilh a comprehensive set of command-line lools designed to
enhance the flaxibility and efficiancy of our software. These tools enable usars 1o script and
automate various functionalities, tailoring the software lo meet their specific needs and
workflows.

Expiore the possibilities and optimize your experience with cur command-line options.
You only have fo run the following command lines as an elevated Adminisiralor. As a reminder.

TSplus-Security.exe is localed in the following folder C: gl Files (xBB)\TSpl
by default

License Management

To perform operation on licenses, please replace the program AdminTool.exe presented in the

fallowing documentation by the TSplus-Security exe program lacated in Advanced Sacurity setup

directory (usually C:\Program Files (x86)\TSplus-Security)

Configure proxy server: /proxy /set

Syntax:

TSplus-Security.exe /praxy /set [parameters]

tsplus.com.tr
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Komut satirlari

Size yazilimimizin esnekligini ve verimliligini
artirmak icin tasarlanmis kapsamli bir komut
satir aracglari seti sunmaktan memnuniyet
duyuyoruz. Bu araclar, kullanicilarin ¢esitli
islevleri komut dosyasi olusturmalarini ve
otomatiklestirmelerini saglar, yazilimi kendi
ozel ihtiyaclarini ve is akiglarini karsilayacak
sekilde uyarlar.

Olasiliklar kesfedin ve komut satir
seceneklerimizle deneyimlerinizi optimize
edin.

You only have to run the following command
lines as an elevated Administrator. As a
reminder, TSplus-Security.exe is located in
the following folder C:\Program Files
(x86)\TSplus-Security by default.

Lisans YOnetimi

To perform operation on licenses, please
replace the program AdminTool.exe
presented in the following documentation by
the TSplus-Security.exe program located in
Advanced Security setup directory (usually
C:\Program Files (x86)\TSplus-Security).

Lisans aktivasyonu Bir VM Volume lisans
aktivasyonunun klonlanmasindan sonra lisans
sifirlamasi, Volume lisansinin etkinlestiriimesi
ve devre disi birakilmasi Volume Lisansinin
guncellenmesi Volume Lisans anahtariicin
kalan lisans kredilerini goster Volume License
anahtari icin kalan destek kredilerini goster

Proxy sunucusunu yapilandir: /proxy
/set

Sozdizimi:
TSplus-Security.exe [proxy [set
[parametre]

oM
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Aciklama:

Command /proxy /set, Internet erigimi i¢in bir
proxy sunucusu yapilandirmak icin kullanilir.

Parametreler:

/host: hedef sunucu dnceden tanimlanmis bir
deger ("ie" veya "none") veya kullanici tanimli
bir deger (6rnegin: 127.0.0.1 veya
proxy.company.org) olabilir. Bu parametre
zorunlu /port: vekil sunucuya baglanmak igin
kullanilan port numarasidir. Sunucu adi degeri

Description: Ozel bir kullanici tanimli degerse gereklidir.
Command (proxy /set is used 1o configure a proxy sarver for Internet aceass /username: proxy sunucusuna baglanmak i(;in
Fammmtar kullanici adi. Bu ayar istege bagh / paroladir:

*+ fhest: the destination hast can be a predefined value (“ie” or "none”) or a user-defined value

ot ottt o 141 v Pk s ks . Kullanici adi tanimlanmigsa kullanicinin parolasi

- s i s bk S ki ¥ A e o saglanmalidir. Ancak, degeri bos olabilir

Examples: Ornekler:

;fsp:g'—”s:rcﬂnfiiy.sxe J/praxy fset /host proxy.company.org /port 80 jusernama dummy /password

e Secty o o et st TSplus-Security.exe [proxy /set /host

Farmons lomekon, s 1o o o coninae a Pra proxy.company.org /port 80 /username kukla
/password

Backup data and settings: /backup

— pass@word1

R TSplus-Security.exe /proxy /set /host ie

Description:

Command ibackup is used to backup TSplus Advanced Security data and settings. Daha fazla bilgi igin |Utfen |nternet Erisimi igin

g S, Sl e, e bir Proxy Sunucusu nasil yapilandirilir?

Pammebers: bolimune gidin.

Yedekleme verileri ve ayarlari: /backup
Sozdizimi:

TSplus-Security.exe /backup
[DestinationDirectoryPath]

Komut / yedekleme, TSplus Advanced Security
verilerini ve ayarlarini yedeklemek i¢in kullantlir.

By default, the backup will be created in the
archives directory located in Advanced
Security setup directory (e.g.: C:\Program Files
(x86)\TSplus-Security\archives).

5™
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* DastinationDirectoryPath: to backup in ancther directory than the default one. Relative and

absoiute paths are allowed.
Examples:

TSpl ity.exe backup TSpl ty.axe /backup “C.\Usersladminimycustomfolder”

For more information, please ga to

Restore data and settings: /restore

Syntax:
TSplus-Security.exe /restora [Backup Directory Path]
Description:

Command /restore is used to restore TSplus Advanced Security data and sattings.

The specified backup directory path must be created by the /backup command or from the
Backup feature from the aplication.

Parameters:

+ Backup Directory Path: the path where is located the backup directory to restore.

Examples:

TSplus-Security exe /restore “C:\Program Files (xB6)\TSplus-
Securilyarchivestbackup-2025-03-11_21-45-61setup” /silant

For more information, please go to

Remove and unblock all blocked IP addresses: /

tsplus.com.tr
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DestinationDirectoryPath: Ontanimli
olandan baska bir dizinde yedekleme
yapmak. Bagil ve mutlak yollara izin verilir.

Ornekler:

TSplus-Security.exe /backup
TSplus-Security.exe /backup
“C:\Users\admin\mycustomfolder”

Daha fazla bilgi icin lUtfen Gelismis -
Yedekleme ve Geri YUkleme'ye gidin.

Veri ve ayarlari geri yukle: /restore
Sozdizimi:

TSplus-Security.exe [restore
[Yedekleme Dizini Yolu]

Aciklama:

Command /restore, TSplus Advanced
Security veri ve ayarlarini geri yuklemek
icin kullantlir.

Belirtilen yedekleme dizin yolu /backup
komutu tarafindan veya uygulamadan
Yedekleme 6zelliginden olusturulmalidir.

Parametreler:

Yedekleme Dizini Yolu: Geri yuklemek igin
yedekleme dizininin bulundugu yol.

TSplus-Security.exe /restore “C:\Program
Files (x86)\TSplus-
Security\archives\backup-2025-03-11_21-4
5-51-setup” /silent

Engellenen tim IP adreslerini kaldir ve
engelini kaldir: /
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unblockall

Syntax:
TSplus-Security.exe /unblockall
Description:

Command /unblockall is usad to remove all blocked P addresses from TSplus Advanced
Security's firawall and unblack them from Microsoft Windows Defender firewall If required.

Examples:

TSplus-Security.exe /unblockall

For more information, please go to [ awa

Remove and unblock specified IP addresses: /
unblockips

Syntax:

TSpl ity.exa i

Description:

Command Junblockips s used to remove all specified blocked IP addresses from TSplus
Advanced Security’s firewall and unblock them fram Microsoft Windows Defender firewall if
required.

This command has no effect on IP addresses already blocked by Hacker IP protection. |f you still

‘want to unblock one of these addresses, please use the whitelist command.

Parameters:

tsplus.com.tr
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engellemeyi kaldir
Sozdizimi:
TSplus-Security.exe /unblockall

Aciklama:

Komut /unblockall, tim engellenen IP
adreslerini TSplus Advanced Security'in
guvenlik duvarindan kaldirmak ve gerekirse
Microsoft Windows Defender glivenlik
duvarindan engellemek icin kullantlir.

Ornekler:

Daha fazla bilgi icin lUtfen Firewall'a
gidin.

Belirtilen IP adreslerini kaldir ve
engelini kaldir: / unblockips

TSplus-Security.exe funblockips [IP
adresleri]

Command / unblockips, TSplus Advanced
Security'in guvenlik duvarindan belirtilen
tum engellenmig IP adreslerini kaldirmak ve
gerekirse Microsoft Windows Defender
guvenlik duvarindan kaldirmak icin kullanilir.

Bu komut zaten Hacker IP korumasi
tarafindan engellenen IP adresleri lUzerinde
bir etkiye sahip dedildir. Hala bu
adreslerden birinin engelini kaldirmak
istiyorsaniz, litfen beyaz liste komutunu
kullanin.

Parametreler:
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+ IP addresses: the list of ip addresses or ip ranges lo unblock (coma or semicalon separated)
Examples:

TSplus-Security.exe /unblockips 1.1.1.1,2.2.2.233.31-3.3.6.125555

For more information. please go to ©irowa

Block specified IP addresses: /blockips

Syntax:

TSpi ity.exe /blackips [IP addr ] [Optional Deseription]

Description:

Command (blockips is used to block all specified IP addresses using TSplus Advanced
Security's firawall and block them using Microsoft Windows Defender firewall if configured.

Parameters:

+ IP addresses: the list of ip addresses or ip ranges lo block (cama or semicolon separaled)
+ Optional Description: an optional description which will be added for each antry.

Examples:

TSplus-Security.exe /blockips 1.1.1.1,2.2.2.2;,3.3.3.1-3.3.6.12,5.5.5.5 “John's workplaces"

For more information, please go to

Add IP addresses to whitelist: /addwhitelistedip

Syntax:

tsplus.com.tr
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IP adresleri: Engeli kaldirmak icin ip
adreslerinin veya ip araliklarinin listesi
(coma veya virgul ayriimis).

Ornekler:

TSplus-Security.exe /unblockips
1.1.1.1;2.2.2.2;3.3.3.1-3.6.6.12;5.5.5.5.5

Daha fazla bilgi icin lutfen Firewall'a
gidin.

Belirtilen IP adreslerini engelle:
/blockips

Sozdizimi:
TSplus-Security.exe /blockips [IP adresleri]
[istege bagli Aciklamal]

Aciklama:

Komut / engellemeler, TSplus Advanced
Security'in guvenlik duvarini kullanarak
belirtilen tim IP adreslerini engellemek ve
yapilandiriimigsa Microsoft Windows
Defender guvenlik duvari kullanarak bunlar
engellemek i¢in kullanilir.

Parametreler:

IP adresleri: Engellenecek ip adreslerinin
veya ip araliklarinin listesi (koma veya virgul
ayrilmig). istege bagli Aciklama: Her giris
icin eklenecek istege bagh bir aciklama.

TSplus-Security.exe /blockips
1.1.1.1;2.2;3.3.3.1-3.6.6.12;5.5.5.5 "John'un
isyerleri"

Beyaz listeye IP adresleri ekle:
/addwhitelistip

3 P
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TSpi curity exe [P [Optional Dy
Description:

Command laddwhitelistedip is used to add specified IP addresses 1o the authorized P
addresses of TSplus Advanced Sacurity's firewall and unblock tham from Microsaft Windows
Defender firewall if required.

Parameters:

+ IP addresses: the list of ip addresses or ip ranges lo whitelist (coma or semicolon separated).

« Oplional Description: an optional description which will be added for each entry.
Examples:

TSplus-Security.exe /addwhilelistedip 1.1.1.1:2.2.2.2;3.3.3.1-3.3.6.12,5.5.5.5 "John’s
workplaces”

For more information. please go to Firowa

Add a program or directory to Ransomware
Protection auhorized list: /whitelist

Syntax:

TSplus-Security.exe /whitelist add [Authorized Paths]

Description:

Command fwhitelist add is used 10 add specilied program paths and directory paths to the
authorized list of TSplus Advanced Security's Ransomware Protection.

Parameters:
+ Authorized Paths: the list of program paths and directory paths 1o add 1o TSplus Advanced
Security’s Protaction i n list .
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TSplus-Security.exe /adwhitelistip [IP
adresleri] [istege baglh Aciklamal

Aciklama:

Command /addwhitelistip, TSplus Advanced
Security'in guvenlik duvarinin yetkili I[P
adreslerine belirtilen IP adreslerini eklemek
ve gerekirse Microsoft Windows Defender
guvenlik duvarindan engelini kaldirmak icin
kullantlir.

Parametreler:

IP adresleri: ip adreslerinin veya ip
araliklarinin listesi beyaz listeye (koma veya
virgiil ayriimis). istege bagh Aciklama: Her
giris icin eklenecek istege bagli bir aciklama.

Ornekler:

TSplus-Security.exe /addwhitelistip
1.1.1.1;2.2.2.2;3.3.3.1-3.6.6.12;5.5.5.5
"John'un igyerleri"

Daha fazla bilgi icin lutfen Firewall'a
gidin.

Ransomware Koruma auhorized listesine bir
program veya dizin ekleyin: /whitelist

Sozdizimi:
TSplus-Security.exe /whitelist eklentisi
[Yetkili Yollar]

Command /whitelist add, TSplus Advanced
Security'in Ransomware Korumasi'nin yetkili
listesine belirtilen program yollari ve dizin
yollari eklemek i¢in kullanilir.

Yetkili Yollar: TSplus Advanced Security'in
Ransomware Koruma yetki listesine
eklenecek program yollari ve dizin yollarinin
listesi (semicolon ayrildi).

CE)
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Ornekler:

TSplus-Security.exe /whitelist add
“C:\Windows\notepad.exe;C:\Program Files
(x86)\Tsplus\Client\webserver”

Daha fazla bilgi igin lUtfen
Ransomware Protection Action'a gidin.

Hacker IP Korumasini Tazele: /
refreipprotection

Sozdizimi:
Examples:
‘(r;:;::—;la::‘izll,;:m}::::fsu “CaWindowsinatepad axe:C:\Program Files T S p I u S — S e C u rity i eX e
e ST [refreshi pprote ction
Refresh Hacker IP Protection: / Ag I kla ma:
refreshipprotection ’
Syntax: Command /refreshipprotection, Hacker IP
[ — koruma 6zelligi icin engellenen IP
Description:

araliklarinin listesini yenilemek icin kullantlir.
Destek ve Guncelleme Hizmetleri aboneligi
gereklidir.

Command frefreshipprotection is used to refresh the list of blocked IP ranges for the Hacker [P
protection feature. Support and Updates Services subscription is required.

Examples:

TSplus-Security exe /refreshipprotection

For more information. please go to Hacker [P Proactior

Daha fazla bilgi i¢in lUtfen Hacker IP
Set log level: /setloglevel PrOteCtion'a g|d|n

Syntax:

GunlUk seviyesini ayarla: /setloglevel

TSplus-Security exe /selloglevel [Log Level]

Description:

TSplus-Security.exe /setloglevel [Giris
Seviyesi]

)
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Command isetloglevel is usad 1o sel the log level for all Advanced Security's componants.
Parameters:

+ Log Level: the log level amang the following values | ALL, DEBUG, INFO, WARN. ERROR,
FATAL. OFF

Examples:

TSplus-Security exe /setloglevel ALL

For more information, please go to

Add trusted devices: /addtrusteddevices

Syntax:
TSplus-Security exe /addirusteddevices [Trusted Devices Configuration]
Description:

Command /addlrusteddevices is used to add trusted devices programmatically. Requires
Ultimate edition.

Parameters:

= Trusted Devices Configuration: The argument is composed of a list of trusted devices
(semicolon separated), structured as follows:

Usemarme and Davices are separated by the colan character ().
Username Details:

User Type and Full Username are separated by the colon character (). Accepled user lypes are
“user” and “group".

Oplional Keyword “disabled”. if included, the trusted devices will be created, but restrictions will
be disabled for this user. If not mentioned, restrictions are enabled by default.
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Command /setloglevel, Gelismis Glvenlik'in
tim bilesenleri icin glnlUk seviyesini ayarlamak
icin kullanilir.

Parametreler:

Gunluk Seviyesi: Asagidaki degerler arasindaki
gunluk seviyesi: ALL, DEBUG, INFO, WARN,
ERROR, FATAL, OFF

Ornekler:
TSplus-Security.exe /setloglevel TUM

Daha fazla bilgi icin lutfen Gelismis >
Gunlukler bolumune gidin

Guvenilir cihazlar ekle:
[addtrusteddevices

Sozdizimi:
TSplus-Security.exe [ addtrusteddevices
[GUvenilir Cihaz Yapilandirmasi]

Aciklama:

Command /addtrusteddevices, programatik
olarak guvenilir cihazlar eklemek icin kullanilir.
Ultimate strimu gerektirir.

Guvenilir Cihazlar Yapilandirmasi: argiiman,
asagidaki gibi yapilandiriimis guvenilir
cihazlarin (semicolon ayrilmis) bir listesinden
olusur:

Kullanici adi ve cihazlar kolon karakteri (,) ile
ayrilir.

Kullanict Adi Ayrintilart:

Kullanici Tipi ve Tam Kullanici Adi, kolon
karakteri (:) ile ayrilir. Kabul edilen kullanici
tarleri "kullanict" ve "grup"tur.

istege bagl anahtar kelime "engelli": dahil
edilirse, guvenilir cihazlar olusturulacak, ancak
kisitlamalar bu kullanici icin devre disi
birakilacaktir. Belirtiimemisse, kisitlamalar
varsayllan olarak etkinlestirilir.
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Device Details:
Devics Nama and Optional Comment: separated by the equal sign character (=).

Devices are separated by the calon character (:),
Examples:

TSplus-Security.exe /addirusleddevices “user. WIN-

A1BCDE. in: d,device is is & comment for device
1:devicaZname:device3name user DESKTOP-

A1BCDE23FGH|ohndoe device 1 name:devi comment; :DESKTOP-
A1BCDEZ: i "

For more information, please go to

Enable configured trusted devices: /
enabletrusteddevices

Syntax:

TSplus-Security.exe /enabletrusieddevices [User or Groups]
Description:

Command /enabletrusteddevices is used to enable all configured trusted devices for the
specified users and groups.

Parameters:

* User or Groups: The argumeant s a list of users and groups (semicolon separated). Within the.
usemane, the separation belween the user type [“user’ and “group” are Lhe only accepted
wvalues) and the full usemame is done by a colon.

Examples:

TSplus-Securily.exe /enabletrusteddevices “user WIN-A1BCDE23FGH \admin,user DESKTOP-
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Aygit Detaylari:

Cihaz Adi ve istege Bagl Yorum: esit isaret
karakteri (=) ile aynlr.

Cihazlar kolon karakterine goére ayrilir (:).
Ornekler:

TSplus-Security.exe /addtrusteddevices
“user:WIN-
A1BCDE23FGH\admin:disabled,devicelname=t
his is a comment for device
T:device2name:device3name;user:DESKTOP-
A1TBCDE23FGH\johndoe,devicelname:devicedn
ame=another comment;group:DESKTOP-
A1BCDE23FGH\Administrators:disabled,device
Sname”

Daha fazla bilgi icin lutfen Guvenilir
Cihazlar'a gidin.

Yapilandirilmis guvenilir cihazlari
etkinlestir: / enabletrusteddevices

Sozdizimi:
TSplus-Security.exe

/enabletrusteddevices [Kullanici veya
Gruplar]

Aciklama:

Command /enabletrusteddevices, belirtilen
kullanici ve gruplar icin yapilandiriimig tim
guvenilir cihazlari etkinlestirmek icin kullanilir.

Parametreler:

Kullanici veya Gruplar: Tartisma, kullanici ve
gruplarin bir listesidir (semicolon ayrildi).
Kullanici adi icinde, kullanici ttrd ("kullanici" ve
"grup" arasindaki ayrim tek kabul edilen
degerlerdir) ve tam kullanici adi bir kolon
tarafindan yapilir.

TSplus-Security.exe /enabletrusteddevices
"kuIIan|C|:WIN—A‘IBCDE23FGHGadmin;kuIIan|C|:
DESKTOP-

Py
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A1BCDE23FGHjohndoa:group: DESKTOP-A1BCDE23F GHAdministrators”

For more information. please go to 7iusiod Doyoes

Disable all trusted devices: /
disabletrusteddevices

Syntax:

TSplus-Security exe /disabletrusteddevices [User or Groups]
Description:

Command /disabletrusteddevices is used to disable all configured trusted devices for the
‘specified users and groups.

Parameters:

= User or Groups: The argument is a list of users and groups (semicolon separated). Within the
usemame, the separation belween the user type (‘user” and “group” are the only accepted
wvalues) and the full usemame is done by a colon.

Examples:

TSpl ity exe “userWIN-A1BCDE23F GHuadmin user DESKTOP-
A1BCDE23FGHjohndoe;group: DESKTOR-A1BCDE23F GHAdministrators”

For more information, please go to Trusied Devices

Setup Ransomware Protection driver: /setup-
driver

Syntax:

tsplus.com.tr
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A1BCDE23FGH\johndoe;group:DESKT
OP-A1BCDE23FGH\Administrators”

Daha fazla bilgi icin lUtfen Guvenilir
Cihazlar'a gidin.

Tum guvenilir cihazlari devre disi birak:
/ disabletrusteddevices

Sozdizimi:
TSplus-Security.exe

/disabletrusteddevices [Kullanicl veya
Gruplar]

Aciklama:

Command /disabletrusteddevices, belirtilen
kullanici ve gruplar icin yapilandiriimis tim
guvenilir cihazlari devre disi birakmak icin
kullantlir.

Parametreler:

Kullanici veya Gruplar: Tartisma, kullanici
ve gruplarin bir listesidir (semicolon ayrildi).
Kullanici adi i¢inde, kullanici turd ("kullanici”
ve "grup" arasindaki ayrim tek kabul edilen
degerlerdir) ve tam kullanici adi bir kolon
tarafindan yapilir.

Ornekler:

TSplus-Security.exe /disabletrusteddevices
“"user:WIN-A1BCDE23FGH\admin;user:DES
KTOP-
ATBCDE23FGH\johndoe;group:DESKTOP-A
1BCDE23FGH\Administrators”

Ransomware Koruma surucusunu
kurun: /setup- surtcu

40/101


https://tsplus.com.tr
mailto:sales@tsplus.com.tr

TS & =DSE
PLUS Sunucunuzu givenle koruyun. VJ ADVANCEDSECURITY

TURKIYE

RESMI KAYNAK GORSELI
TURKGE iCERIK Kaynak sayfa 40/99

TSplus-Security.exe /setup-driver

Aciklama:

Komut /setup-driver Ransomware Koruma
surlcusunu yukler. Bu islem normalde
kurulum sirasinda perfomed edilir.

Ornekler:

Daha fazla bilgi icin lutfen
Ransomware Protection'a gidin.

e Sty et e Ransomware Koruma surucusunu
Description: kaldlrmak / kald'rmadnver

Command /setup-driver installs tha Ransomware Protaction driver. This operation is nomally
parfomed during installation. S .o d . . .
ozailzimi:
.

Examples:

TSplus-Security exe /setup-drivar

TSplus-Security.exe funinstalldriver

For more information, please go to Hansomwars Prolecton

Command /uninstalldriver Ransomware

Uninstall Ransomware Protection driver: /

uninstalldriver Koruma surucusu kaldirmak. Bu islem
Syntax: genellikle Gelismis Guvenlik kaldirma
TR S sirasinda perfomed.

Description:

Command /unis iver uninstall the Protection driver. This operation is normally
parfomed during Advanced Security uninstaliation.

Examples:

TSplus-Security.exe Juninstalidriver

For more information, please go to Hansomware Frolacion

)
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Etkinlikler

Guvenlik olaylari, bilgisayarinizi korumak
icin TSplus Advanced Security tarafindan
gerceklestirilen islemleri goruntulerken
blyUk bir bilgi kaynagidir.

Olaylar penceresi TSplus Advanced
Security ana penceresinden, goruntulenen
son 5 etkinlige dogrudan tiklayarak veya
dashbord sekmesinde acilabilir. Olaylar
penceresinde goruntulenen bilgiler birkag
saniyede bir otomatik olarak yenilenir.

Events
Guvenlik olaylari listesi, siddeti, kontrol
tarihini veya gerceklestirilen islemi, iliskili

The sacurity events are a greal source of information as they display the operations performed

e Ozellik simgesini ve tanimini aciklayan 4

L e T siitun sunar.

The list of securily evenls presents 4 columns, which describes the saverity, the dale of the . o . .

che_f.k.urpeﬂurn:md Iuparalion...hsas.'.;in.;\\i!edIsaluran;nn and the clascnpliunr - Etklnllgln a(;lklamaSI gene”lkle eylem”‘]

o o= neden yapildigini veya yapiimadigini acgiklar.

: ° ] Misilleme eylemleri genellikle kirmizi ile

: L = ' . . . .

] ! yazilir ve kirmizi bir kalkan simgesi ile

e | : vurgulanrr.

o ) |

A | Olay penceresi hareket ettirilebilir ve diger
il TSplus't kullanmanizi engellemez

The description of the svent oflen explains why the action was performed or nal. Retaliatory
aclions are often written in red and highlightad with a red shield icon

Events window can be moved around and does nel prevent you from using the other TSplus

)
tsplus.com.tr sales@tsplus.com.tr 43 /101 'g'{%)'


https://tsplus.com.tr
mailto:sales@tsplus.com.tr

[ v =DSE
PLUS Sunucunuzu givenle koruyun. 2 eI S RS SR

TURKIYE

RESMI KAYNAK GORSELI
TURKGE iCERIK Kaynak sayfa 43/99

Gelismis Guvenlik 6zelligi.

Etkinlikler araciligiyla gezinme ve
arama

Belirli olaylari hizli bir sekilde bulmak igin
derin bir klresel arama artik mevcuttur.

Kuresel aramanin yaninda, 2 tarih ve saat
secicileri goruntllenen olaylari etkinligin
kaldirildigi tarihe gore filtreler.

Sagda, oklar sayfalari degistirmek ve eski

Abancad Secy s olaylari goruntulemek i¢in gezinmek icin
Navigating and Searching through events iZin ve ri r.

.
A daep glabal search is now available in order to find specific events quickly.

Next 1o the global search, 2 date and time pickers fillers the displayed events according to the
date the event was raised.

©On the right, arrows allows to change pages and navigate Lo view older events.

tsplus.com.tr sales@tsplus.com.tr 44 /101


https://tsplus.com.tr
mailto:sales@tsplus.com.tr

) e ADVANCEDSECURITY
PLUS

TURKIYE

RESMI KAYNAK GORSELI
TURKGE iCERIK Kaynak sayfa 44/99

Guvenlik Duvari

IP adresleri yonetimi, hem engellenmis hem
de beyaz listeye alinmig IP adreslerini
yonetmek i¢in tek bir listeyle kolaydir:

Varsayilan olarak, IPV4, IPV6 ve tum
sunucu localhosts adresleri beyaz listeye
alinmistir.

Uygun bir arama ¢ubugu ve filtre, saglanan
tim bilgilere dayanarak arama yetenekleri
saglar.

Fleewall Ayrica, yoneticiler secilen birkac IP adresi
uzerinde tek bir tiklama ile eylemler
gerceklestirebilirler. IP adresleri yonetiminin
tanittigi yeni 6zellikler arasinda, herhangi bir
IP adresine anlamli aciklamalar saglama
olanagi bulacaksiniz:

IP addresses management is easy with a single list to manage both blocked and whitelisted 1P
addresses:

By default, IPV4, IPVE and all server localhosts addresses are whitelisted.

A convenient search bar and filter provides search capabilities based on all the information
provided.

Furthermare, administrators are able to perform actions on several selacted IP addresses with a
single click. Amang the new features |P addresses management introduced, you will find the
passibility to provide ingful i toany IP

5™
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Edit IP Address x
P Addess [
Descpton [Hrvown Maiseus 1Py
@) Bocked IP Addess () Whielséed IP addrwsa

Edit IP Address

Last but not least, administrators are now able o unblack and add to whilelist multiple blocked 1P
addresses in a singla action, by clicking on the *Add Existing lo Whitelist” tab.

Using the command line to whitelist or block IP
addresses and/or IP ranges

+ Inorder to whitelist IP addresses or IP range(s), the command has this syntax

TSplus-Security.exe addwhilelistedip [ip addresses] [optional deseription]

You may whitelist several IP addresses, with a comma or semi-colon delimiter. Mareaver, you
can specify IP address ranges. inslead of simple IP addresses. The syntax is | XXXy 5.y
Finally, you may indicate an opticnal deserption of the whitelist rule

Here is an example of a complete command : TSplus-Security.exe addwhitelistedip
1.1.1.1:22.22,3.3.31-3.36.126.5.5.5 “John's workplaces'

« Inarder to block IP addressas or IP range(s). the command has a similar syntax :

TSplus-Security.exe blockips [ip addressas| [optional description]

« Inarder to unblock IP addresses or 1P rangefs), the command has a similar synlax -

TSplus-Security.exe unblockips [ip addresses)

This command has no effect on IP addresses already blocked by Hacker IP protection. |f you still
want to unblock one of these addresses, please use the whitelist command.
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Son olarak, yoneticiler artik "Beyaz Listeye Var
Olani Ekle" sekmesine tiklayarak tek bir
eylemde birden fazla engellenmis IP adresinin
engelini kaldirabilir ve beyaz listeye ekleyebilir.

IP adreslerini ve/veya IP araliklarini beyaz
listeye almak veya engellemek i¢cin komut
satirinin kullaniimasi

IP adreslerini veya IP araligini(lar) beyaz listeye
almak icin, komut su s6z dizimine sahiptir:

TSplus-Security.exe addwhitelistip [ip
adresleri] [istege bagli agiklama]

Birkac IP adresini, virgul veya yari-kolon
sinirlayici ile beyaz listeye alabilirsiniz. Ayrica,
basit IP adresleri yerine IP adresi araliklarini
belirtebilirsiniz. So6zdizimi: x.x.X.Xy.y.y Son
olarak, beyaz liste kuralinin istege bagl bir
aciklamasini belirtebilirsiniz.

iste tam bir komut 6rnegi: TSplus-Security.exe
addwhitelistip
1.1.1.1;2.2.2.2;3.3.3.1-3.6.6.12;5.5.5.5 "John'un
isyerleri"

IP adreslerini veya IP araligini (s) engellemek
icin, komut benzer bir sdzdizimi igerir:

TSplus-Security.exe engellemeleri [ip adresleri]
[istege bagh aciklamal

IP adreslerinin veya IP araliginin (s) engelini
kaldirmak igin, komut benzer bir s6zdizimi
icerir:

TSplus-Security.exe engellemeleri [ip
adresleri]

Bu komut zaten Hacker IP korumasi tarafindan
engellenen IP adresleri tGzerinde bir etkiye
sahip degildir. Hala bu adreslerden birinin
engelini kaldirmak istiyorsaniz, litfen beyaz
liste komutunu kullanin.

)
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Cografi Koruma

Diger ulkelerden erigimi kisitlama

Yalnizca belirli Glkelerden uzaktan erisime
izin vermek icin, "Yalnizca bu ulke
listesinden baglantilara izin ver" dugmesini
secin ve ardindan "Ulke Ekle" diimesine
tiklayin.

Bir Ulke listesi sunan bir acilir pencere agcllir.
Listeye eklemek istediginiz Ulkeyi secin.

Secili tlke icin dnceden engellenmis tim IP
adreslerinin engelini kaldirmak icin
asaqgidaki kutuyu isaretlemeyi secebilirsiniz.

Geographic Protection

Restrict access from other countries Ozellik ana ekranina dénmek icin "Ulke
bt of s et 1 o o Ak ety B Ekle" digmesine tiklayin.

Firewsil  Cimographis Probestion

A popup offering a country list opens. Select the country you wish to add on the list.

You can choose to check the box below to unblack all previously blocked 1P addrasses for the
selected country,

Click on the button “Add Country” lo return to the feature main screen.

o8 )
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Onemli: Degisikliklerinizi kaydetmek icin
"Uygulama" digmesine tiklayin.

Bu ornekte, Amerika Birlesik Devletleri ve
Fransa'dan baglanan kullanicilar igin
uzaktan erigime izin verilir.

Baglantili kullaniclyr engellemekten
kacinmak igin bir onay mesaji gorundar.
Degisiklikleri onaylamak ve uygulamak icin
"Evet" i tiklayin.

Add Courtry - *

Select Country | B te states

Firmaait  Gacgraphic rometion

In this exampls, remote accass is allowed for Users connecting fram United States and France.

A confirmalion message appears 1o avoid blocking the connected user. Click “Yes™ to confirm
and apply the changes.

oM
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Confirmation

Please make sure that you have allowed at least your current location,
1 oryou will be instantly blocked when applying these settings.

Are you sure you want to apply these settings?

Restrict access from the internet

Geographic Protection can be configured to restrict the access lo your machine lo only private
and whilelisiod |2 addiesses, as shown below:

Disable Geographic Protection

By default, Geographic Protection allows access for users connecting from all over the world:
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internet erisimini kisitla

Cografi Koruma, makinenize erigimi
yalnizca asagida gosterildigi gibi 6zel ve
beyaz listelenmis IP adresleriyle
kisitlayacak sekilde yapilandirilabilir:

Cografi Korumayi Devre Disi Birak

Varsayilan olarak, Cografi Koruma diinyanin
her yerinden baglanan kullanicilar icin
erisime izin verir:
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Unblocking blocked IP addresses

When an IP address gets blocked, it appears on the =« . Blocked IP addresses can then
be unblocked and eventually added to the list of allowed IP addresses.

I you get blocked, we recommend that you iry connecling from any counlry you allowed on
TSplus Advanced Security, for instance by connecting from another remaole sefver of using a
VPN service. You can also use a console sassion to connact, as this session is not a remote
session and will not be blocked by TSplus Advanced Security.
Important:

Chack that you have selected the country where you are currently connacted from. Ctherwise,

your IP address will be blacked quickly after applying the settings, thus disconnecting you
without any hope of connscting back again from the same |P address.

Consider adding your own IP addrass to the list of allowed ! - 1o avoid being
blocked by either Geographic Protaction or ¢ features.

Undestanding Geographic Protection

Geographic Protection checks incoming TCP network connexion, both IPvd and IPVE (except
when the lagacy Windows API mode is configured).

Processes: Geographic Protection listens lo connexions sent lo the TSplus Remole Access'
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Engellenen IP adreslerinin
engellenmesi

Bir IP adresi engellendiginde, Glvenlik
Duvari sekmesinde gorunur. Engellenen IP
adresleri daha sonra engellenebilir ve
sonunda izin verilen IP adresleri listesine
eklenebilir.

Engellenirseniz, drnegin baska bir uzak
sunucudan baglanarak veya bir VPN
hizmeti kullanarak TSplus Advanced
Security'ta izin verdiginiz herhangi bir
ulkeden baglanmayl denemenizi tavsiye
ederiz. Bu oturum uzak bir oturum olmadigi
ve TSplus Advanced Security tarafindan
engellenmeyeceqi icin baglanmak icin bir
konsol oturumu da kullanabilirsiniz.

Onemli:

Su anda bagli oldugunuz Ulkeyi sectiginizi
kontrol edin. Aksi takdirde, IP adresiniz
ayarlari uyguladiktan sonra hizh bir sekilde
engellenir ve boylece ayni IP adresinden
tekrar baglanma umudu olmadan
baglantiniz kesilir.

Cografi Koruma veya Bruteforce Koruma
Ozellikleri tarafindan engellenmemek igin
izin verilen IP Adresleri listesine kendi IP
adresinizi eklemeyi dustndn.

Belirsiz Cografi Koruma

Cografi Koruma, hem IPv4 hem de IPV6
(eski Windows APl modu yapilandiriidiginda
haric) gelen TCP ag baglantisini kontrol
eder.

Surecler: Cografi Koruma, TSplus Remote
Access'ya gonderilen baglantilari dinler

),
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Web server by dafaull, if installed. The name of the correspanding process is HTMLS Service. If
you wish to disable fis monitoring or check connections destined to other processes, go to

Network ports: by default, Geographic Protection listens to default ports used for connecting
remaolely to a server. These ports include RDP (3389), Telnel (23) and VNC. Geographic
Protection supperts the following VNG providers: Tight VNC, Ultra VNG, Tiger VNC and Real
VNC, which are not related whatsoever with TSplus. If you wish to disable its menitoring or check
connections destined to ather ports, goto = 1 Ge aphic F

Detection mechanisms:

Geographic Protaction detects inbound connactions from unauthorized countries using three
differants detection mechanisms:

+ Windaws API
+ Event Tracing for Windows
+ Built-In Firewall

On the one hand, Event Tracing for Windaws is an efficient kemel-level tracing facility that
caplure network events in real lime. Event Tracing for Windows is recommended with Windows
Firewall enabled (default).

On the other hand, Windows APl works great given any specific network configuration but may
add a constant pressure on CPU dapending on the amount of active connsclions. Please nole
that Windows AP is not compatible with IPve yet.

Built-In Firewall enables user-made capluring and dropping of network packets sent to the
Windows network stack. When the Built-In Firewall is configured to block unwanted connections,
it is recommended 1o use it 1o enforce Geographic Protection's allowed countries.

Geolocation: Advanced Securily includes geolocation data published by MaxMind, available
from bt X . It you find an IP address not registered in its actual country,
pleass contact MaxMind directly to fix the ssua.

Troubleshooting

If you ever notics that Geagraphic Protaction does not blsck connections caming from a eountry
which is actually nol in the authorized countries’ kst it is certainly bacause:

Antivirus: In order to block an IP address, Geographic Protection adds a blocking rule on the
Windows firewall. So, firstly. the firewall must be active. You also have to check i some firewall
paramelers are not handled by an other program, like an antivirus. In this case. you will have to
deactivate this program and restart the service “Windows Firewall”. You can also contact your
third-party program editor and ask them 1o find a way for their program 1o respect the rules when
‘added to the Windows firewall. If you know any software editor’s technical contact, we are ready
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Web sunucusu varsayllan olarak yiikliyse. ilgili islemin adi HTML5
Service'dir. izlemesini devre disi birakmak veya diger islemlere
yonelik baglantilari kontrol etmek istiyorsaniz, Ayarlar> Gelismig>
Cografi Koruma bélimine gidin.

Ag portlari: varsayilan olarak, Cografi Koruma bir sunucuya uzaktan
baglanmak icin kullanilan varsayilan portlari dinler. Bu portlar
arasinda RDP (3389), Telnet (23) ve VNC bulunmaktadir. Cografik
Koruma asagidaki VNC saglayicilari destekler: TSplus ile higbir
sekilde iliskili olmayan Siki VNC, Ultra VNC, Tiger VNC ve Gergek
VNC.

izlemesini devre disi birakmak veya diger portlara yénlendirilmis
baglantilar kontrol etmek istiyorsaniz, Ayarlar> Gelismis> Cografi
Koruma'ya gidin.

Algillama mekanizmalari:

Cografi Koruma, yetkisiz llkelerden gelen baglantilari t¢ farkh
algilama mekanizmasi kullanarak tespit eder:

Windows icin Windows API Olay izleme Yerlesik Giivenlik
Duvari

Bir yandan, Windows igin Olay izleme, ag olaylarini gergek zamanli
olarak yakalayan verimli bir gekirdek diizeyinde izleme tesisidir.
Windows icin Etkinlik izleme, Windows Giivenlik Duvari etkin
(varsayilan) ile 6nerilir.

Ote yandan, Windows API herhangi bir 6zel ag yapilandirmasi géz
onune alindiginda harika ¢alisir, ancak aktif baglanti miktarina bagl
olarak CPU'ya sabit bir basing ekleyebilir. Windows API'nin henliz
IPv6 ile uyumlu olmadigini litfen unutmayin.

Built-In Firewall, Windows ag yiginina génderilen ag paketlerinin
kullanici moduyla yakalanmasini ve dismesini saglar. Built In Firewall
istenmeyen baglantilar engelleyecek sekilde yapilandiriidiginda,
Cografi Koruma'nin izin verilen dlkelerini uygulamak igin kullaniimasi
onerilir.

Geolocation: Advanced Security, MaxMind tarafindan yayinlanan
cografi konum verilerini igerir.

http://www.maxmind.com adresinden. Gergek Ulkesinde kayitl
olmayan bir IP adresi bulursaniz,

Sorunu duzeltmek icin lttfen dogrudan MaxMind ile iletisime gegin.

Sorun giderme

Cografi Koruma'nin aslinda yetkili Glkelerin listesinde olmayan bir
Ulkeden gelen baglantilari engellemedigini fark ederseniz, kesinlikle
bunun nedeni:

AntivirUs: Bir IP adresini engellemek icin, Cografi Koruma, Windows
guvenlik duvari tizerinde bir engelleme kurali ekler. Bu nedenle,
oncelikle glivenlik duvari etkin olmalidir. Ayrica, bazi giivenlik duvari
parametrelerinin antivirlis gibi baska bir program tarafindan ele
alinmadigini kontrol etmeniz gerekir. Bu durumda, bu programi devre
disi birakmaniz ve hizmeti yeniden baslatmaniz gerekecektir
"Windows Guvenlik Duvari".

Uclincii taraf program diizenleyicinizle de iletisime gecebilir ve
Windows guvenlik duvarina eklendiginde programlarina saygi
duymalari icin bir yol bulmalarini isteyebilirsiniz. Herhangi bir yazilim
editdrinin teknik temasini biliyorsaniz, haziriz
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guvenlik duvari icin bu "baglayicilan"
gelistirmek. Bize ulasin.

VPN: Uzak istemcinin VPN kullanmasi
durumunda Cografi Koruma, VPN
saglayicisi tarafindan secilen bir IP adresi
alir. Bildiginiz gibi, VPN saglayicilari,
kullanicilarinin anonim olarak gezinmelerine
izin vermek igin dinyanin dort bir yanindaki
roleleri kullanir. Bazi VPN saglayicilari,
kullanicilara rélenin tlkesini tanimlamalarina

.. . . o
i T izin verir. Boylece, VPN saglayicilarina
bl e b e sahip kullanicilar yetkisiz bir Glke Uzerinden
usars to browse anonymously. Some VPN providers allow users to define the relay’s country.
Thus, users with VPN providers may be relayed through an unautharized country. For example, k I b 1 I H
if a VPN provider choses an IP from Sri Lanka, this country must be autharized by Geographic a ta rl a I I r .
Protaction. Also, if the VPN uses an intemal corparate |P address. then the protection bacomes
irrelevant. .

.. . o .
Birewall | Prosy: Th purpases of an hwehaare frowal 1 1 Wier Incoring and ogeing Orn eqgin, bir VPN sa g | aylcisl Sri Lanka'dan

connections for large companies. As it is only a filter, it should not maodify the orginating IP
address and therefore should not impact Geographic Protection. Howaver, a proxy would

definitivaly changa tha originating |2 address to usa a privale nebwork addrass, which will always b i I I P se Q erse , b u U | ke n i n C (0] g rafi KO ruma

be allowed by Geographic Protection. The primary purpose of this feature is to block access to a
sarver opanad 1o the Internet. If all connactions comes from the corporate network, then the

poecion bz e tarafindan yetkilendirilmesi gerekir. Ayrica,
VPN dahili bir kurumsal IP adresi kullanirsa,
koruma ilgisiz hale gelir.

Firewall / Proxy: Bir donanim glvenlik
duvarinin amaci, buyuk sirketler igin gelen
ve giden baglantilari filtrelemektir. Sadece
bir filtre oldugu igin, kaynak IP adresini
degdistirmemeli ve bu nedenle Cografi
Koruma'yi etkilememelidir. Bununla birlikte,
bir proxy, cografi koruma tarafindan her
zaman izin verilen 6zel bir ag adresi
kullanmak icin menseli IP adresini kesin
olarak degistirecektir.

Bu 6zelligin birincil amaci, internete acilan
bir sunucuya erigimi engellemektir. TUm
baglantilar kurumsal agdan geliyorsa,
koruma ilgisiz hale gelir.
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Hacker IP Protection

Kaap your machine prolected against known threals such as on-line allacks, on-line service
ahuse, malwaras, botnels and other cybercrime activities with the Hacker IP Protection. The
objectiva is o creale a blacklist that can be safe enough to be used en all systems, with a
firewall, 1o block access antirely, fram and 1o its listed IPs

Support and Updates Services subscription is required.
The key prerequisite for this cause, ks o have no false positives. All IPs listed should be bad and
should be blocked, withoul exceptions. To accomplish this, Hacker IP Proleclion leverages the

information provided by the community of Advanced Securily's users.

Hacker IP Prolection is updaled automatically every day.

You can update manually from the “Blocked IP Addresses® tab, by clicking on the “Refrash
Hacker IP* button

As aresult, the feature should creale approx. 600 000 000 bloxking firewall rules in Windows
Firewall.
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Hacker IP Korumasi

Makinenizi, Hacker IP Korumasi ile
cevrimigi saldirilar, cevrimigi hizmet kotuye
kullanimi, kotu amach yazilimlar, botnetler
ve diger siber suc faaliyetleri gibi bilinen
tehditlere karsi korumali tutun. Amac,
listelenen IP'lerinden tamamen erisimi
engellemek i¢in bir givenlik duvariyla tim
sistemlerde kullanilabilecek kadar guvenli
olabilecek bir kara liste olusturmaktir.

Destek ve Guncelleme Hizmetleri aboneligi
gereklidir.

Bu neden icin en 6nemli 6n kosul, yanlis
pozitiflerin olmamasidir. Listelenen tim
IP'ler kotl olmali ve istisnasiz
engellenmelidir. Bunu basarmak icin Hacker
IP Korumasi, Gelismis Guvenlik'in
kullanicilari toplulugu tarafindan saglanan
bilgilerden yararlanir.

Hacker IP Korumasi her gun otomatik olarak
guncellenir.

"Kilitli IP Adresleri" sekmesinden manuel
olarak glincelleyebilirsiniz, "Hacker IP'yi
yenile" digmesine tiklayarak:

Sonug olarak, 6zellik Windows Firewall'da
yaklasik 600 000 000 bloxking guvenlik
duvari kurallari olusturmahdir.
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GOSTERGE PANELI

Her 6zellik hakkinda daha fazla bilgi
edinmek i¢in her kiremit Uzerine tiklayin

Soldaki menu gubugu farkh 6zelliklere
erisim saglar. Her karo, TSplus Advanced
Security tarafindan sunulan cesitli
Ozelliklere ve ayarlara erismenizi saglar.

Gelismis Guvenlik, son alti Guvenlik Olayini
goruntdler. Olaylarin tam listesini ayri bir
pencerede acmak icin herhangi bir olaya
Dashboard tiklayin.
Son olaylarin altinda, G¢ karo asagidakilere
hizli erisim saglar:

1.

Click en each tile 1o know more about each feature

Guvenlik duvari 2.

Oturumlar 3.

Ramsomware Koruma

The menu bar on the lefl provides access lo the different features. Each tile gives you access lo
the various features and settings offered by TSplus Advanced Security.

Advanced Security displays the six last Click on any event to open the complate
list of events in a saparats window.

Below the last events, three lles provide quick access to.

1.
<

3.

oM
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Uygulama dilinizi algilamadiysa llitfen sag
Ust kdsede bulunan acilir menlyu
kullanarak ekran dilinizi secin.

Son olarak, "Yardim" dugmesine tiklamak
sizi bu belgeye yonlendirecektir.

Pileasa select your display language using the dropdown located in the top right comer, should
the application did not detect your language.

Finally, clicking on the “Help® button will redirect you to this documentation.

)
tsplus.com.tr sales@tsplus.com.tr 57 /101


https://tsplus.com.tr
mailto:sales@tsplus.com.tr

TS + B
PLUS Sunucunuzu givenle koruyun. J ADVANCEDSECURITY

TURKIYE

RESMI KAYNAK GORSELI
TURKGE iCERIK Kaynak sayfa 57/99

TSplus Advanced Security kurulumu

Gelismis Guvenlik Kurulumu

TSplus Advanced Security Kurulum
programini ¢calistirin ve ardindan kurulum
adimlarini izleyin.

Kurulum programini Yonetici olarak
calistirmaniz ve yazilimin lisans anlagmasini
kabul etmeniz gerekir.

Otomatik olarak algilanmazsa kurulum

yardimcli dilini secin.
Installing TSplus Advanced Security

Installing Advanced Security

RUR 750005 Aclinind Sty Sep i and then follow the installation steps.

You must run the setup program as an Administrator and accep! the software's license
agreemant,

+J Setup

Verified publisher: TSplus SAS

File origin: Hard drive on this computer

Program location: "C\Users\admin\Downloads\Setup-TSplus-
Security.exe” /SPAWNWND=$7029C /NCTIFYWND=$501C8
Show information about the publisher’s certificate

Change when these notifications appear

Hide details

Seluct the selup assistant language if not detecled aulomatically.

®),
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Then, select ane of the twa oplions: Recommended or Advanced by clicking on the

comesponding boxes.
The Advancad option adds aditionnal steps which allaws you to:

= Only download setup (do not install)
+ Use cuslom proxy settings

Read the licensing agreement and click “1 agree” lo resume installation.

0 Setup - TSplus Advenced Securay version 7.1.8.24 -

Remse Agreement
Phesse read the folonng important mformation before contrumng.

Flesse read the folowng L teams of this.
conting vith the instatasan.

Fipiuz advanced Securty boenze sgrssment

Sattwace
rou the ard

usng 3
{doumisaded, mears yeu aCCRDE Tese 16 and condore and understard that they al be galy
Bk o S ik v Swary ot doon: gt vl et el i o

Fefind x et 3¢ amrioaded sa5hiare Fam ary Sor g Mo Sk 2 S .
Omershn

(O ki
nnnnn T n £ anciomed G2k i oo ol e dovrambed T
e i ¥ dopeloadid s the compu m-n-raanu_mm.a- esdable

mrwmmnmu i By iy it mcm:yuumamm
Pt

o resmebat b

| o [ EE

The pragram will install on your computer.

A pragress bar is displayed at the bottom and reports the progress of the installation.
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Ardindan, iki secenekten birini secin: ilgili
kutulara tiklayarak Onerilen veya Gelismis.

Gelismis secenek, asagidakileri yapmaniza
izin veren aditionnal adimlar ekler:

Sadece indirme kurulumu (install etmeyin)
Ozel proxy ayarlarini kullanin

Lisans so6zlesmesini okuyun ve kuruluma
devam etmek icin "Kabul ediyorum" |
tiklayin.

Program bilgisayariniza yuklenecektir.

Alt kisimda bir ilerleme ¢ubugu goéruntilenir
ve kurulumun ilerlemesini bildirir.
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2 Setup - Tiphua Advanced Secunty version 7.19.28 -

A

Exvaceng fiss...
C:Program Abste a

| Canel

Please be patient, as it can sometimes take up (o a few minutes to fully install the software.

1 Setup - TSpluz Advanced Security version 7.1.924 -

Completing the TSplus Advanced Security
Setup Wizard

Setup has rished rataling T5okss Advanced Security on your campules.

Ok Frish (o et Sep.

] o Tophs Advonced Searity

Sunucunuzu givenle koruyun.
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Lutfen sabirli olun, ¢linkl yazilimin
tamamen yuklenmesi bazen birka¢ dakika

kadar surebilir.
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60 /101


https://tsplus.com.tr
mailto:sales@tsplus.com.tr

~“LUoS
TURKIYE

RESMI KAYNAK GORSELI

Onoa the installation has complated, you can stant using TSplus Advanced Security!

The free trial version is fully featured for 15 days. Den't forget lo i« e and to
! ; to keep Advanced Security protection at its best!

Advanced installation scenarios

The I 1 handlas the following scenarios as it can

be executed from the command line.

« Install silently, by providing the VERYSILENT /SUPPRESSMSGBOXES parameters

* Pravent rebooting at the end of the selup. by providing the INORESTART parameter. This
paramater is usually used along with the above

+ Volum Licensing to activale your license directly whils installing (please refer to the
documentation or for more information)

Uninstall TSplus Advanced Security

In order to completely uninstall TSplus Advanced Security. open the directory C:\Program Files

(xBB)\TSplus-Security.

Then, double-click on the “unins000” application 1o execute the uninstall program.

tsplus.com.tr
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Kurulum tamamlandiktan sonra TSplus
Advanced Security'l kullanmaya
baslayabilirsiniz!

Ucretsiz deneme siiriimii 15 giin boyunca
tamamen ozelliklidir. Lisansinizi
etkinlestirmeyi ve Gelismis Guvenlik
korumasini en iyi sekilde tutmak igin en son
surime guncellemeyi unutmayin!

Gelismis kurulum senaryolari

TSplus Advanced Security Classic Setup
programi, komut satirindan yurutilebilecegi
gibi asagidaki senaryolari ele alir:

Sessizce yukleyin, /VERYSILENT
/SUPSPRESSMSGBOXES parametrelerini
saglayarak Kurulumun sonunda yeniden
baslatmayi onleyin, INORESTART
parametresini saglayarak. Bu parametre
genellikle yukaridakilerle birlikte kullanilir.
YUkleme sirasinda lisansinizi dogrudan
etkinlestirmek i¢in Volume Licensing (lUtfen
dokumantasyona bakin veya daha fazla
bilgi icin bizimle iletisime gecin)

TSplus Advanced Security'l kaldirin

In order to completely uninstall TSplus
Advanced Security, open the directory
C:\Program Files (x86)\TSplus-Security.

Ardindan, kaldirma programini ¢alistirmak
icin "unins000" uygulamasina c¢ift tiklayin.

)
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[ system ValueTuple.dil
|4 System Ximl.ReaderWriter.dll
|5 Systemn XmlXDecument.dil
|4 System XmIXmiDocument.dil
|%] System.Xml.XmiSerializer.dil
| System Xml.XPath.dll
|% System.Xml.XPath.XDocument.dil
|| systemaudit.out
[ TaceReloggerLib.dil
TSplus-Security
|7 Tsphus-Security.exe.config
J Toplus-Security-Service
| Toplus-Security-Service exe config
Tsplus-Security-Session
|| Toplus-Security-Session.exe.config
L unins000.dat
+J unins00Q
|1 unins000.msg
= uninstall 1/09/2024 13:37

|2 version 1/09/2024 13:37

| WindowsFirewallHelper.dil 10y 1636

Click on yes on the next window to complately remave TSplus Advanced Security and all of its
components

Unless configured otherwise, Advanced Security adds blocking rules to the Windows Firewall,
Click “Unblock IP addresses” to unblock and remove all the IP addresses previously blocked by
Advanced Securily.

Important:: Please be mindful that remaving all the rules can take up to one hour. Bacause of

this, we would recommend tao remove the rules directly from the Windows Firewall with Advanced
Seeurity consola.
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TSplus Advanced Security ve tum
bilesenlerini tamamen kaldirmak icin bir
sonraki pencereye evet tiklayin.

Aksi yapilandiriimadik¢a, Gelismis Guvenlik,
Windows Guvenlik Duvari'na engelleme
kurallari ekler. Daha once Gelismis Guvenlik
tarafindan engellenen tim IP adreslerinin
engelini kaldirmak ve kaldirmak igin "IP
adreslerinin engellenmesini kaldir" 1 tiklayin.

Onemli:: Liitfen tiim kurallari kaldirmanin bir
saate kadar surebilecegini unutmayin. Bu
nedenle, kurallari Gelismis Guvenlik
konsoluyla dogrudan Windows Guvenlik
Duvari'ndan kaldirmanizi tavsiye ederiz.

oM
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Yazilim tamamen makinenizden
kaldirilacaktir.

Optional tasks &
Select any optonal tasks to be performed by the uninstal program. J

‘Would you e to unblock al previously blodeed 1P adresses?

[Aurblock 2 addresses

The saftware will be complately uninstalied from your machine.
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izinler Yonetimi

4.3 surumunden itibaren TSplus Advanced
Security, yoneticinin kullanici/grup
ayricaliklarinl ydnetmesine ve/veya
denetlemesine izin veren bir izinler
islevselligi sunar.

izinler panosunda, kullanicilarin ve gruplarin
listesi ve mevcut dosyalarin, klasorlerin
kayitlarinin ve yazicilarin listesi yan yana
gosterilir.

Her sey bir bakista gorunur, bu da tek bir
kullanici igin ayricaliklari denetlemeyi ve
yonetmeyi / dizenlemeyi ve dolayisiyla

Permissions Management

Since version 4.3, TSplus Advanced Security offers a Permissions functionality, allowing the - - .o
adrinlstralor 10 mAnAGS Andior inspect Usersigroups pivilsges. k| S |t|a ma | arin d Og ru | u g unu a rtl rma y| su pe r
On the Parmissions dashboard, the list of users and groups and the list of available files, folders
registries and printers are showad side-by-side ko | a y | a $t| rl r

.

Everything is visible al one sight, which makes it super easy o Inspect and Manage/Edit
privileges for one user at a time and therefore to increase the accuracy of the restrictions.

Manage Permissions IZlnlerl YOﬂet

On the Manage tab, for each user or group selected on the lefl tree view, you can:

Yonet sekmesinde, sol aga¢ géranimunde
secilen her kullanici veya grup i¢in sunlari
yapabilirsiniz:

oM
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+ Deny - When clicking an the Deny button, the selected user will be denied privilega on the
selacted filesystem object. If a file is selected, then Lhe selected user is denied the privilege of
reading the selacted file (FilaSystemRights. Read). If a directory is selectad. then the selactad
user is deniad the privilege of reading and listing the directory content (FileSystemRights. Read
and FileSystamRights ListDirectory).

* Read - When clicking on the Read bullon, the selected user will be granted privilege on the
selecled filesystam object. If a file is selected, than the selected user is granted the privilege of
reading the selacted file and executing if the file is a program
(FilaSystemRights. ReadAndExecuta) . If a direclory is selectad, then the selected user is
grantad the privilege of reading and listing or executing the directory content
i ights ReadAs cute and ights ListDirectory and
FileSystemRights. Traversa).

+ Modify - When clicking on the Madify butlon, the selected user will be granted privilege on the
selected flasystam object. If a file is selacted, than the selected user is grantad the privilege of
madifying the selected fike (FileSystemRights. Modify) . If a directory is selected, then the
selected user is granted the privilege of modilying and listing the directory content, as wall as
ereating new files or directories (FileSystamRights Modily and
FileSystemRights CreateDiraclories and FileSystemRights CreateFiles and
FileSystemRights ListDirectory and FileSystemRights Traverse).

+ Ownership - When clicking on the Ownership bulton, the selacted user will be grantad full
control over the seleclad filesystem object (FileSystemRights. Full Control).

Same permissions options are possible for each Registry, by selecting the comesponding button
under the right-rae view :
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Deny - Deny butonuna tikladiginda secilen
kullanici segilen dosya sistemi nesnesinde
ayricaliktan mahrum kalir. Eger bir dosya
secilirse, secilen kullanici secilen dosyayi okuma
ayricaligi reddedilir (FileSystemRights.Read). Bir
dizin secilirse, o zaman secilen kullanicinin dizin
icerigini okuma ve listeleme ayricaligi
reddedilmistir (FilesystemRights.Read and
FileSystemrights.ListDirectory).

Okuma - Oku butonuna tikladiginizda, segilen
kullaniciya secilen dosya sistemi nesnesinde
ayricalik verilecektir. Bir dosya secilirse, secilen
kullaniciya secili dosyayi okuma ve dosya bir
programsa yuruttme ayricaldi verilir
(FileSystemRights.ReadAndExecute).

Bir dizin secilirse, secilen kullaniciya dizin igerigini
okuma ve listeleme veya yuritme ayricaligi verilir
(FileSystemRights.ReadAndExecute ve
FileSystem Rights.ListDirectory and
FileSystemyRights.Traverse). Degistir - Degistir
digmesine tikladiginda, secilen kullaniciya
secilen dosya sistemi nesnesinde ayricalik
verilecektir.

Bir dosya secilirse, secilen kullaniciya secilen
dosyayi degistirme ayricaligi verilir
(FileSystemRights.Modify).

Bir dizin secilirse, secilen kullaniciya dizin igerigini
degistirme ve listeleme ayricaligi verilir, ayrica
yeni dosya veya dizinler olusturma
(FileSystemRights.Modify ve
FileSystemrights.CreateDirectorys and
FileSystemyRights.CreatFiles and
FileSistemRrights.ListDirectory and
FileStemRight.Traverse).

Sahiplik - Sahiplik dugmesine tikladiginizda,
secilen kullaniclya secilen dosya sistemi nesnesi
(FileSystemRights.FullControl) Gzerinde tam
kontrol hakki verilecektir.

Her Kayit Defteri icin sag aga¢ gorunimu altinda
karsilik gelen diigmeyi secerek ayni izinler
secenekleri mumkundur:

o)
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Ve her yazicligin:

Lutfen bir dizine reddedilen veya verilen
tim izinlerin bu dizinin icerdigi dosya
sistemi nesnelerine tekrar tekrar
uygulandigini unutmayin. Asagidaki sema,
haklar bir dosya sistemi nesnesine
uygulandiginda API'nin ¢agrilarini
detaylandirir:

And for each Printer:

Pleasa note that all permissions denied or granted to a directory are applied recursively to the
filesystem objects contained by this directory. The diagram below datails the API calls when
rights are applied to a filesystem objact:

5™
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Belgelendirme:

Nesne Gulvenligi:
https://docs.microsoft.com/en-us/dotnet/a
pi/
system.security.accesscontrol.objectsecuri
ty?view=netframework-4.5.2

FileSystemRights:

https://docs.microsoft.com/en-us/dotnet/a

pi/

system.security.accesscontrol.filesystemrig
T hts?view=netframework-4.5.2

==
| Izinleri Incele
Denetim sekmesinde, sol agag
_— gorinuimunde secilen her klasor, alt klasor
» Ot e it veya dosya igin, sag aga¢ gortinimuinde
PRt iy e kullanicilara veya gruplara karsilik gelen
(PaRNCLRNmIARLne atfedilen izinleri gorebilirsiniz.

On the Inspect tab, for sach foldar, subfolder or fils seleclad on tha left lrea view, you can see
the corresponding attribuled permissions to users or groups on the right tree view,

DM
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Gercek zamanli olarak guncellenmeleriicin
klasorlerin durumunu yenileyebilirsiniz.

istenilen klasér, alt klasor veya dosya
secilerek bir Denetim etkinlestirilebilir ve en
ustteki "Denetimi Etkinlestir" dugmesine
tiklayin:

"Denetlemeyi gorluntile" dugmesi, Olay
Goruntuleyicisi'nde ilgili denetimi gormenizi
saglar:

Sol agac goérunuma altindaki ilgili digmeyi

An Audit can ba enabled by selecting the desired folder, subfolder or file and click on the “Enable Segerek her kaylt defteri Ve yaZICI igin aynl
Audit” bullan at the top:
| Denetimler olanaklari mevcuttur:

Same Inspections possibilities are available for each registry and printer by selecting the
corresponding button under the lefi-tree view

oM
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" Tsplus Gelismis Glvenlik - x
ilerleyen Oturumlar > izin Yénetimi
Retresh Q Enabie DenetimiGAusit'i gériintileyin

Dashboard izinleri diizenlemek igin bir veya birden fazla kayit defteri anahtari segin
izinler
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TSplus Advanced Security - Prerequisites

Hardware Requirements
TSplus Advanced Security supports 32-bit and 64-bit architectures.
Operating System

Your hardware must use one of the operating systems below:

* Windows T Pro

+ Windows 8/8.1 Pro
+ Windows 10 Pro

* Windows 11 Pro

* Windows Server 2008 SP2/Small Business Server SP2 or 2008 R2 SP1
+ Windows Server 2012 or 2012 R2

* Windows Server 2016

* Windows Server 2019

* Windows Server 2022

* Windows Server 2025

Both 32 and 64 bits architectures are supported.
Software Requirements

TSplus Advanced Security requires the following prerequisiles:

Runtime: 1/ i i 4.7.2 or higher

Microsoft Windows 7 SP1 and Windows 2008 R2 SP1 require an additonal update to support
SHA2 Cross Signing (1114444 1), This update allows TSplus Advanced Security buill-in

firewall and ransomware protection to run properly.
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TSplus Advanced Security - On
Kosullar

Donanim Gereksinimleri

TSplus Advanced Security 32-bit ve 64-bit
mimarileri destekler.

Isletim Sistemi

Donaniminiz asagidaki isletim
sistemlerinden birini kullanmalidir:

Windows 7 Pro Windows 8/8.1 Pro
Windows 10 Pro Windows 11 Pro Windows
Server 2008 SP2/Small Business Server
SP2 veya 2008 R2 SP1 Windows Server
2012 veya 2012 R2 Windows Server 2016
Windows Server 2019 Windows Server
2022 Windows Server 2025

32 ve 64 bit mimarileri desteklenmektedir.
Yazilim Gereksinimleri

TSplus Advanced Security asagidaki
onkosullari gerektirir:

Calisma zamani:.NET Framework 4.7.2
veya daha yuksek

Microsoft Windows 7 SP1ve Windows
2008 R2 SP1, SHA2 Capraz imzalamayi
(KB4474419) desteklemek icin ek bir
guncelleme gerektirir. Bu guncellestirme,
TSplus Advanced Security yerlesik guvenlik
duvari ve ransomware korumasinin dizgun
calismasini saglar.

1 ™
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Not: Bu dnkosullar, sistemde eksik olmalari
durumunda kurulum programi tarafindan
otomatik olarak yuklenir.

Note: These prarequisites will be automatically installed by the satup program if they are missing
‘on the system.

@),
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TSplus Advanced Security - Getting Started

Prerequisites

TSplus Advanced Security requires the following prerequisiles.

« Operaling system: Microsolt Windows version 7, Sarvice Pack 1 {build 8.1.7601) or Windows
2008 R2, Sarviea Pack 1 (bulld 6.1.7601) or higher.

The following prerequisites will be automatically installed by the setup program if missing.
Runtime: 4.5.3 or higher

Microsoft Windows 7 SP1 and Windows 2008 R2 SP1 require an additional update 1o support
SHA2 Crass Signing (1| ). This update allows TSplus Advanced Security buill-in
firewall and ransomware protection to run properly

Pleasa refer to the: tation for mere details about prerequisites.
Step 1: Installation

The latest TSplus Advanced Security setup program |s always available here: L [
v sreim. Plaase download tha setup program and follow the setup
assilant wizard.

TSplus Advanced Securily setup programe does not usually require to reboat your system to
complete the installation,

Any new installation starts a fully featured trial pariod of 15 days. Please do not hesitate o
should you face any hurdle of If you face any issue will configuring TSplus Advanced
Security.

Once the installation has completed, a new icon is displayed on your Desktop. Double-click on
this icon to open TSplus Advanced Security and start configuring the security features.
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TSplus Advanced Security - Baslarken

ON KOSULLAR

TSplus Advanced Security asagidaki dnkosullari
gerektirir.

isletim sistemi: Microsoft Windows siiriim 7, Service
Pack 1 (yap1 6.1.7601) veya Windows 2008 R2,
Service Pack 1. (yapi 6.1.6601) veya daha ylksek.

Asagidaki 6nkosullar eksik ise kurulum programi
tarafindan otomatik olarak ylklenecektir:

Calisma zamani:.NET Framework 4.5.3 veya
daha yuksek

Microsoft Windows 7 SP1ve Windows 2008 R2 SP1,
SHA2 Cross Signing'i (KB4474419) desteklemek
icin ek bir glincelleme gerektirir. Bu glincellestirme
TSplus Advanced Security yerlesik glvenlik duvari
ve ransomware korumasinin dizgin calismasini
saglar.

Onkosullar hakkinda daha fazla ayrinti icin liitfen
dokimantasyona bakiniz.

Adim 1; Kurulum

En son TSplus Advanced Security kurulum programi
her zaman burada mevcuttur: Son
TSPLUSPROCTAS kurulum programi. Lutfen
kurulum programini indirin ve kurulum yardimci
sihirbazini takip edin.

TSplus Advanced Security kurulum programi
genellikle kurulumu tamamlamak icin sisteminizi
yeniden baslatmayi gerektirmez.

Herhangi bir yeni kurulum, 15 gunlik tam 6zellikli bir
deneme siresi baslatir. Herhangi bir engelle
karsllasirsaniz veya herhangi bir sorunla
karsilasirsaniz bizimle iletisime ge¢gmekten
cekinmeyin.

Kurulum tamamlandiktan sonra, Masaustinlzde
yeni bir simge goéruntilenir. TSplus Advanced
Security't agmak ve guvenlik 6zelliklerini
yapilandirmaya baslamak icin bu simgeye cift
tiklayin.
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Latfen tam kurulum talimatlari icin
dokUmantasyona bakiniz.

Adim 2: TSplus Advanced Security'l
Yapilandirma

TSplus Advanced Security'l baslattiniz ve
sunucunuzu kota niyetli faaliyetlerden
korumak ve guclu guvenlik politikalari
uygulamak icin dzellikleri yapilandirmaya
basladiniz.

Sol siitunda, ana sayfa Ransomware
Koruma, Bruteforce Koruma ve Cografi
Koruma o6zelliklerini yapilandirmak igin hizli
bir erisim saglar.

Ransomware Protection'in 6grenme
Piasa refor o th dccymeetan forull nstalaton nsructons suresini, Gelismis Guvenlik'in a§ag|daki
Spp &: Gantlguring TopluwAdvercod Securky fayansa tiklayarak sisteminizdeki yasal
:::;f:r::ﬁhmusa.::.ums;anue'nma;rr:n::?cr;ﬁ;":f:gzzrealmmpmlmwm uygulamalarl ve davranlslarl tanlmlamas|na

izin vermek igin baslatin:

On the left column, the homepage allows a quick access lo configure the Ransomware
Protaction. Brutefores Protection and Geagraphic Protection features.

Start -  F ‘s lsaming period o allow Advanced Security to identify legit
applications and behaviors on your system by clicking on the folloving tila:

o8 )
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Ransomware Protection

. Ransomware Protection
Disabled

Start the Leaming Period to detect. block and
prevent ransomware attacks

%

B 1Is usually up-and-running following installation. Otherwise, click on the
Repear defense against bruteforce attacks tile lo resolve issues and applys the required

system configuration. By default, this feature blocks attagquants following 10 failed login attempts.

Bruteforce Protection

. Enabled

You are protected aganst hackers. natwork
scanners an d brute-force robots from frying to
guess your logine and passwords.

Configure biuteforce Prolection

Finally, add your eountry in the list of authorized countries from whers clisnts are aliowead to
connect. Click on the tile Authorize connections from another country and add your country
to configure L

tsplus.com.tr

ALDVANCLED

TURKCE ICERIK Kaynak sayfa 73/99

Bruteforce Protection genellikle kurulumdan

sonra calisir ve calisir. Aksi takdirde,
sorunlari cozmek icin kaba kuvvet
saldirnlarina kargl Repear savunmasina
tiklayin ve gerekli sistem yapilandirmasini
uygular. Varsayilan olarak, bu 6zellik 10
basarisiz giris denemesini takiben
attaquants'i engeller.

Son olarak, ulkenizi musterilerin
baglanmasina izin verilen yetkili Glkeler
listesine ekleyin. Kiremit Gzerine tiklayin
Baska bir Glkeden baglantilari yetkilendirin
ve cografi koruma yapilandirmak icin
ulkenizi ekleyin

sales@tsplus.com.tr
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[_' Geographic Protection
@ Ensbled

Access allowed only from your configured list
of countries including:

il =

Configure Authorized Countries

You are all set! Don't forget to Icenss and 16 u; L e st ta keep
Advanced Security protection at its best!

Step 3: Reviewing prevented threats

MNow that you have configured the key advancad security features, avaided threals will be
reported in the Dashboard.

Also, the | ooke P protection keeps the machine protected against known thraals by blacking
more than 500 000 000 known malicious |F addresses.
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Hepiniz hazirsiniz! Lisansinizi
etkinlestirmeyi ve Gelismis Guvenlik
korumasini en iyi sekilde korumak icin en
son surime guncellemeyi unutmayin!

Adim 3: Onlenen tehditleri gdzden
gecgirmek

Artik temel gelismis glvenlik 6zelliklerini
yapilandirdiginiza gore, kacginilan tehditler
Dashboard'da bildirilecektir.

Ayrica, Hacker IP korumasi, bilinen 500
000'den fazla kotu niyetli IP adresini
engelleyerek makineyi bilinen tehditlere
karsi korur.

sales@tsplus.com.tr
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Allthe can be displayed by clicking on tha See all events tile

Step 4: Leveraging other security feature to enhance
protection

At the bottom, four other security features can be accessed and configure to enhance your
machine's protaction.

Adjust and monitar access privileges on your local filesystems, printers and registry keys to
ensure evary user has access o relevant resources, with the = feature.

Dafine period of time where users are authorized 1o login with the feature.
Users will ba disconnacted passed their allowed working hours.

Customize and secure user sessions with the =;
access from items of the session interface for local users.

feature. Customize, hide, deny

WValidate the name of the remols client when a user connects to your maching with
licn. This feature validates client machine names for each remotly connected user.

There is mora! Switching to advanced mode grant you access to more capabilities.

Thank you far using TSplus Advanced Security!

tsplus.com.tr
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Tum guvenlik olaylari, tum etkinliklerin
Kiremitini Gor'e tiklayarak goruntilenebilir.

Adim 4: Korumayi artirmak icin diger
guvenlik ozelliklerinden yararlanmak

Alt kisimda, makinenizin korumasini
artirmak icin diger dort givenlik 6zelligine
erisilebilir ve yapilandirilabilir.

izinler dzelligi ile her kullanicinin ilgili
kaynaklara erisebilmesini saglamak igin
yerel dosya sistemlerinizdeki, yazicilardaki
ve kayit defteri anahtarlarindaki erisim
ayricaliklarini ayarlayin ve izleyin.

Kullanicilarin Calisma Saatleri 6zelligi ile
giris yapmaya yetkili olduklari sireyi
belirleyin. Kullanicilar izin verilen ¢alisma
saatlerini gectikten sonra baglantidan
cikarilacaktir.

Guvenli Masaustu 6zelligi ile kullanici
oturumlarini 6zellestirin ve guvenli hale
getirin. Yerel kullanicilar i¢in oturum
arayuzunun 6gelerinden erigimi 6zellestirin,
gizleyin, reddedin.

Bir kullanici Endpoint Protection ile
makinenize baglandiginda uzak istemcinin
adini dogrulayin. Bu 6zellik, her bir remotly
bagli kullanici i¢in istemci makine adlarini
dogrular.

Daha fazlasi var! Gelismis moda gecmek
daha fazla yetenege erismenizi saglar.

TSplus Advanced Security kullandiginiz i¢in
tesekklr ederiz!

),
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Ransomware Protection

The Ransamware Protection enables you lo efficiently DETECT, BLOCK and PREVENT
ransomware allacks. TSplus Advancad Securily reacts as soon as it delects ransomware on
your session. It possesses both static and behavioral analysis:

= The static analysis enables the software o react immediately when an extansion name
changed,

+ The behavorial analysis laoks al how a progeam will interact with files and delect new strain

of ransomware.

‘You can enable it by clicking on the “Enable Ransomware Protection” on the Ransomware
Protection tab:

Learning Period

After anabling the Ransomware Protection feature, the Learning Period is automatically
activated. During the Leaming Period, all programs detacted by the Ransomware Protection
feature will be considered as false positive and will be able to resume their exacution. The

programs detacted as false positive will be automatically added 1o the list of allowed pragrams.

tsplus.com.tr
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Ransomware Korumasi

Ransomware Koruma verimli DETECT,
BLOCK ve ONCE Ransombus saldirilari
saglar. TSplus Advanced Security
oturumunda ransomware algilar gibi en kisa
surede tepki verir. Bu statik ve davranissal
analiz hem sahiptir:

Statik analiz, yazilimin bir uzanti adi
degistiginde hemen tepki vermesini saglar,
behavorial analiz, bir programin dosyalarla
nasil etkilesime girecegini ve yeni
ransomware tlrlnu nasil algilayacagini
inceler.

Ransomware Koruma sekmesinde "Enable
Ransombus Protection" butonuna tiklayarak
etkinlestirebilirsiniz:

Ogrenme Dénemi

Ransomware Koruma 6zelligini
etkinlestirdikten sonra, Ogrenme Siiresi
otomatik olarak etkinlestirilir. Ogrenme
Doénemi boyunca, Ransombus Koruma
ozelligi tarafindan tespit edilen tim
programlar yanhs pozitif olarak kabul
edilecek ve yurutmelerine devam
edebilecektir. Yanlis pozitif olarak algilanan
programlar, izin verilen programlarin
listesine otomatik olarak eklenecektir.

)
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This featurs allows to configurs Ransomware Protection on a production server without
disrupting its activity. We recommend to start with a 5 days Leaming Period to identify all legil
business applications

If you stop the Learning Period, it will deactivate the Ransomware Protection. Click on the
“Ransomware Protection is disabled” button Lo reactivate the Leaming Period.

(@) Aarocmmman Mettrinn n s, otk et et
O T m—

e ming i eetaca s e b sdas o pragram abc i)

Ransomware Protection Action

I qusickly scans your disk(s) and displays tha fila(s) or program(s) responsible, in addition lo
providing a list of the infacted items. TSplus Advanced Security autamatically stops the altack
and quarantines the pragramys) along with the file{s) encrypted befare its inervention

Only the administrator can whilalist them, by entering the path of the desirad program on the
battom line and by clicking on “Add"

tsplus.com.tr
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Bu 6zellik, Ransomware Protection'l
faaliyetlerini bozmadan bir Gretim
sunucusunda yapilandirmaya izin verir.
Tdm yasal is uygulamalarini tanimlamak igin
5 giinliik Ogrenme Siiresi ile baslamanizi
tavsiye ederiz.

Ogrenme Siiresini durdurursaniz,
Ransomware Korumasini devre digi birakir.
Ogrenme Siiresini yeniden etkinlestirmek
icin "Ransomware Korumasi devre disi"
digmesine tiklayin.

Ransomware Koruma Eylem

Disk(ler)inizi hizli bir sekilde tarar ve virusli
0gelerin bir listesini saglamanin yani sira
sorumlu olan dosya veya programlari
goruntiler. TSplus Advanced Security,
saldinyi otomatik olarak durdurur ve
midahalesinden dnce sifrelenen dosya(lar)
ile birlikte programi karantinaya alir.

Alt satirda istenen programin yoluna girerek
ve "Ekle" yi tiklatarak yalnizca yonetici
bunlari beyaz listeye alabilir:

)
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Ransomware Protection Report

TSplus Advanced Security prevents catastrophic events for businesses by removing
ransomware at an early stage.

The administrator has access to information regarding the source of the altack and running
processes, and therefore leams how to anticipate these threats.

Note: Ransomware Protection abserves how programs interact with system and parsonal files
To ensure a greater level of protection. Ransomware Protection creales bait files in key folders
where ransamware often begins its attack. Therefore, a few hidden files may appear in the users
deskiop and documents folders, as well as in other locations. When it datects a malicious
behaviour, il staps the ransomware immediately (or ask If the logged user is an administratar).
Ransomware Protection uses pure behavioural detection tachnigues and does not rely an
malware signatures, allowing it to catch ransomware which does nol exist yat.

You can configure your SMTP sellings in order for TSplus Advanced Security 1o send you email

alerts to highlight important security events by clicking on the button balow the Ransamware
activation one:

® st

Enter your SMTP Hostname, Porl and check the Use SSL box and change change the port from
25 to 465 if you wish to use SSL.

Enter the SMTP Username and Password, as well as the sender and receiver addresses.

Emall Sellings can be validaled by sending a test when saving SMTP seltings.

tsplus.com.tr
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Ransomware Koruma Raporu

TSplus Advanced Security, erken bir asamada
ransomware kaldirarak isletmeler icin felaket
olaylari onler.

Yonetici, saldirinin kaynagdi ve isleyen sireclerle
ilgili bilgilere erigebilir ve bu nedenle bu
tehditleri nasil 6ngdrecegini 6grenir.

Not: Ransomware Korumasi programlarin
sistem ve kisisel dosyalarla nasil etkilesime
girdigini gozlemler. Daha ylksek bir koruma
duzeyi saglamak icin Ransombus Protection,
ransomware'in genellikle saldiriya basladig kilit
klasorlerde yem dosyalari olusturur. Bu
nedenle, kullanicilarin masaustunde ve belge
klasorlerinde ve diger yerlerde birkac gizli
dosya gorunebilir.

Ko6tl niyetli bir davranis algiladiginda, fidye
yazihmi hemen durdurur (veya oturum agmig
kullanicinin yoénetici olup olmadidini sorun).
Ransomware Protection, saf davranis algilama
tekniklerini kullanir ve kotu amach yazilim
imzalarina guvenmez, henuz mevcut olmayan
fidye yazilimlarini yakalamasina izin verir.

TSplus Advanced Security'in 6nemli guvenlik
olaylarini vurgulamak i¢in size e-posta uyarilari
gondermesi icin SMTP ayarlarinizi Ransomware
aktivasyonunun altindaki digmeye tiklayarak
yapilandirabilirsiniz:

SMTP Hostname, Port'unuzu girin ve SSL
kullanmak istiyorsaniz SSL kutusunu kullanin ve
25'ten 465'e kadar port degistirin.

SMTP Kullanici Adi ve Sifre'nin yani sira
gonderen ve alici adreslerini girin.

E-posta Ayarlart SMTP ayarlarini kaydederken
bir test gdndererek dogrulanabilir.

o)
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Snapshots

Ransomware Protection tarafindan c¢ekilen
Snaphshot'lar Snapshots sekmesi altinda
gorulebilir:

Liste, ilgili digmeye tiklayarak yenilenebilir.
Her eleman geri yUklenebilir veya
kaldirilabilir.

Karantina

Karantinall programlar Karantina sekmesi
Snapshots altinda gordulebilir: Potansiyel olarak
S hen by farorars o cmar vl sronrna St et istenmeyen programlar, harekete karar
verene kadar suresiz karantinada tutulur.

almak icin.

Bu sekilde, Gelismis Guvenlik, sectiginiz
karantinali 6geleri ydnetme secenegi

Th it can ks by chcking o h s i, i o s sunarken makinenizin glvenligini saglar.
Quarantine Notralize edilmis bir dosyayi veya programi
v rassos wasa almaniz gerekiyorsa bu yararl olabilir. Bu
e A St e o i karar

manage guarantined items as you choose.
This can be uselul if you need to retrieve a file or program that was neutralized. This decision is

e e s s vt S s kendi riskinize gore yapilir. Ayrica dogrudan
karantinadan sectiginiz herhangi bir dosyay!
veya programi kalici olarak silebilirsiniz

Gelismis Guvenlik kurulum dizininde
bulunan dizin.

o)
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Each element can be restored or removed.

Ignored files are nol used to detect possible malicious actions and are not saved when they are
madified. The idea is o exclude any aperation on large or irrelevant files (such as log files).
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Her eleman geri yuklenebilir veya
cikarilabilir.

GOz ardi edilen dosyalar olasi kotu niyetli
eylemleri tespit etmek icin kullanilmaz ve
degistirildiginde kaydedilmez. Fikir, blyuk
veya alakasiz dosyalardaki (log dosyalari
gibi) herhangi bir islemi digslamaktir.

sys dll exe tmpGtmp temp énbellek Ink 12 3
4 5 LOG1T1LOG2 customDestinations-ms log
wabGvmc vhdx vdi volvo2 vsv

3,
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+ wud

 lso

* dmg

+ sparssimage
+ cab

- msi

-----

= appicon

: automaticDestinations-ms
Caution about Backup Files Extension

The file extension used for saving modified files is: snapshot. The driver prohibits any

madification or deletion action on these files other than by the TSplus Advanced Security servica.

Slopping the service deléles he backed up files. In arder to delele these fles manually, you
fmust temporarily unload the driver.
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vud iso dmg seyrek goruntu taksi msi mui
dl_ wim ost o gtch ithmb vmdk vmsd vmsn
vmx vmxf menudata appicon appinfo pvs
pvi pvm fd hds drk mem nvram hd pk3 pft

Yedekleme Dosyalari Uzantisi
Hakkinda Uyari

Degistirilmis dosyalari kaydetmek icin
kullanilan dosya uzantisi sudur: anlik
goruntd. Sarucu, TSplus Advanced Security
hizmeti disinda bu dosyalarda herhangi bir
degisiklik veya silme islemini yasaklar.
Hizmetin durdurulmasi yedeklenmisg
dosyalari siler. Bu dosyalari manuel olarak
silmek icin surlcuyu gecici olarak
bosaltmaniz gerekir.

CE)
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Backup File Configuration

By default, the directary of saved files is located in the installation directory of TSplus Advanced
Security and is called “snapshots’. However, it is possible to define another location for this

directory. This can allow the administrator to define a directory located on a faster disk (SSD) or

on a larger disk according o his nesds. The backup directory path must not ba a UNC path, in
the form of.

i<eomputer name=\<backup directary>\
Adding Backup Utilities to the Whitelist

‘We racommend adding backup utilities in the Whitelist.

tsplus.com.tr
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Yedekleme Dosya Yapilandirmasi

Varsayilan olarak, kaydedilen dosyalarin
dizini TSplus Advanced Security'in kurulum
dizininde bulunur ve "snapshots" olarak
adlandirilir. Bununla birlikte, bu dizin igin
baska bir konum tanimlamak mumkundur.
Bu, yoneticinin ihtiyaclarina gére daha hizli
bir diskte (SSD) veya daha buylk bir diskte
bulunan bir dizini tanimlamasina izin
verebilir. Yedekleme dizini yolu UNC yolu
olmamalidir, seklinde:

\\<computer name>\<backup
directory>\

Whitelist'e Yedekleme Yardimcilari
Ekleme

Whitelist'e yedek yardimci programlar
eklemenizi tavsiye ederiz.
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“ Tsplus Gelismis Guvenlik - 7.1.9.30 - x
ILERI Raporlar

E-Posta ayarlarini diizenle

GOSTERGE PANELI

Asagidaki e-posta adresine rapor alin:
thomas montalcino@tsplus net

Guvenlik duvari..
Rapora dahil edilecek boéluimler: 7] Firewall

Ransomware Korumasi

Reports

Oturumlar
Oturumlar

@) Ransomware Raporunuzu ne siklikta
almak istediginizi secin:

@Ginlik

i Uyarilar O Haftalik Staringon Cumartesi.
Eylll 28,2024 v

- Aylk
RAPORLAR

3 Ayarlar
G Lisansi

@ Kullanici Kilavuzu Stridm 7.19.30 Suresiz
Lisans Aktif - Nihai Koruma baskisi.

v;_,“\
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Guvenli Oturumlar

Uyari

Guvenli Oturumlar, Active Directory
tarafindan tanimlanan guvenlik
politikalariyla cakisma olasiligl yuksektir.
Guvenli Oturumlar'in birincil amaci, erigim
izinlerini uygulamak icin degil, kullanici
arayuzunu 6zellestirmektir. Kullanimi, farkl
suruculere erisimi givence altina almak icin
izinler 6zelligi ile birlestirilmelidir.

Secure Sessions Her kullanici veya grup icin glvenlik
seviyesini yapilandirabilirsiniz. Ug giivenlik
seviyesi vardir:

Warning
« Secure Sessions is very likely 1o conflict with the security policies defined by Active Directory.

i saeloe' ponary BUTis I 4 bt th b ar otitacs. Aok 0 SpB B6akt Kullanicinin va rsay||an bir Windows

permissions. Its use should ba combined with the Permissions feature to secure access to

different drives. . . PR .
I oturumuna erigebildigi Windows Modu.
‘You can configure the security level for each user or group. There are three security levels:
2 Teleivslarixainan oenssamm MMMIE. Kullanicinin Denetim Masasi, programlar,

disks, browser, no right-click.... no access to the server resources. He jusl has access lo

i Loty e Vs RO WS diskler, tarayici, sag tiklama olmadan

erisemedigi GUvenli Oturumlar Modu...:
sunucu kaynaklarina erisim yok. Sadece
belgelere, yazicilara, Windows anahtarina
erisimi var ve oturumunu devre digl
birakabilir. Kiosk Modu, kullanicinin
oturumunda ¢ok sinirl eylemleri oldugu en
guvenli olanidir.

session.

3,
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Customization

In any mode, you have the possibility to customize the security on three levels:

Desktop Security:

& =DSE
Sunucunuzu givenle koruyun. VJ ADVANCEDSECURITY
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Ozellestirme

Herhangi bir modda, guvenligi ¢ seviyede
Ozellestirme olanaginiz vardir:

Masaustu Guvenligi:

sales@tsplus.com.tr 87 /101


https://tsplus.com.tr
mailto:sales@tsplus.com.tr

AL V/AINCLEUD
“LUo

TURKIYE

RESMI KAYNAK GORSELI
Kaynak sayfa 86/99

» TSplus Advanced Security - Glvenlik
Diizeyi Ozellestirme = x Glivenlik Seviyesi
Ozellestirme Masalistii Giivenlik Diskleri
Kontrol Uygulamalari Kontrol P Su anda
Ozellestirme

Rl Geri Donlsim Kutusunu Kaldir - -[JHizli
Erisimi Kaldir.

Oo Remove This PC et } Oo Remove My
Documents i Remove My Recent
Documents ~-fZ]Remove My Music
Currently based on ~-{JRemove My

Pictures '~{_]Remove My Videos Secured

o Desktop Mode -~-(_]JRemove Frequently
Used Programs (J Remove Programs Pe ae
Remove Help and Support fw Remove
Control Panel -O Remove Printers S|
Remove Network } Oo Remove Recent Files
~~-[[JNo Network Neighborhood

S, --[_JRemove Context Menu (Restrict right

) Sistem YOnetimi programlarini devre disl
birak -[Y] Gorev Yoneticisini devre disi
birak ' (L) Windows tusunu devre disi birak
A No Klasor secenekleri S No Active
Desktop Oo No Disconnect S No Close No
Manage My Computer - -Z]No Delete
Printer '[_]No Internet Explorer

v;_,“\
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vo TSplus Advanced Security - Guvenlik
Diizeyi Ozellestirme 4 x Glivenlik Seviyesi
Ozellestirme Masalistii Giivenlik Diskleri
Kontrol Uygulamalari Denetimi Su anda
Ozellestirme Hide Selected Disks Ma Me
Mc Mo Me Mc ives MH Mt M3 Mk Mt Mu N
Su anda Mo Me'ye dayall M Ms Mt u Mv
Mw Mx My Mz Mz Mq Secured Desktop
Mode (Unsetectath Deny Access to
Selected Diskes A Me Me Me Ms Mn ¢ D
Me)

Uygulamalar Kontrol(:

........

Applications Control:

(3,
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Users/Groups rules priorities

When a user opens a new session on the server:

1. If this user has a Security Level directly defined for himself, then this Security Level is
enforced.

2. If this user does not have a Security Level dirsctly dafined for himsell, then TSplus Advanced
Security will load any existing Sacurity Level settings for all the groups of this user, and keep
the more permissive rules.

For instance if a first group has a rule to remove the Recycle Bin icon from the desklop, but this
nule is disabled for a sacond group, then the user will have the Recycle Bin icon on his desklop.
The same priority rules will apply on every custom rule {Deskiop Sscurity, Disks Control and
Applications Control) as well as for the principal Security Level (the Windows Mode being
considered more permissive than the Secured Desklop Mode, which is considered more
parmissive than the Kiosk Moda}

N.B: In order Lo disable the right click everywhera, you musl select the following twa options:

* Rastrict Right Click
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Kullanicilar/Gruplar oncelikleri belirler

Bir kullanici sunucuda yeni bir oturum
actiginda:

Bu kullanicinin kendisi i¢in dogrudan
tanimlanmis bir Guvenlik Seviyesi varsa, bu
Guvenlik Seviyesi 1'dir.

zorla. Bu kullanicinin kendisi i¢in dogrudan
tanimlanmis bir Glvenlik Seviyesi yoksa, o
zaman TSplus Advanced 2.

Guvenlik, bu kullanicinin tim gruplart igin
mevcut herhangi bir Guvenlik Seviyesi
ayarini yukleyecek ve daha izin verici
kurallari koruyacaktir.

Ornegin, bir ilk grubun masaiistiinden Geri
Donlusum Kutusu simgesini kaldirma kurali
varsa, ancak bu kural ikinci bir grup igin
devre digi birakilirsa, kullanici masaustunde
Geri Donusum Kutusu ikonuna sahip
olacaktir.

Ayni oncelik kurallari, her 6zel kuralda
(Desktop Security, Disks Control and
Applications Control) ve ana Guvenlik
Seviyesinde (Windows Modu, Kiosk
Modundan daha musamahakar olarak kabul
edilen Masaustlu Masausti Modundan daha
izinli olarak kabul edilir) gecerli olacaktir.

N.B: Her yerde sag tiklamayi devre disl
birakmak i¢cin asagidaki iki secenedi
secmeniz gerekir:

Sag Tiklamayi Kisitla
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e Baglam Menusunu Kaldir

+ Ramove Context Menu
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Ayarlar - Programlar Listeye izin
Veriyor

Programlar sekmesinde, izin verilen
programliar listesine TSplus Advanced
Security'in Ransomware Korumasi
tarafindan kontrol edilmeyecek programlar
ekleyebilirsiniz. Varsayilan olarak, tim
Microsoft programlari beyaz listeye
alinmigtir.

Bir program eklemek i¢in "Uygulama Ekle"
digmesine tiklayin. Uygulama(lar)i segerek
ve Uygulamayi Kaldir(lar) digmesine
tiklayarak bunlari da kaldirabilirsiniz.

Settings - Programs Allow List

Cn the Programs tab, you can add programs 1o the list of allowed programs, that won't be
chacked by TSplus Advanced Security's Ransomware Protection. By default, all Microsoft
programs are whitelisted.

Click on the “Add Application” button to add a program. You can also remave them by selecting
application(s} and clicking on the Remove Application(s} button.

o8 )
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Settings - Users Allow List

Advanced View

With the Advanead view, add and manage users and groups from svery accessibla domains
You can switch view from the Defaull view to the Advanced View using the *Swilch View” button.

The Advancad view is used to display and manage every current configured user and groups. It
also allows you to add new user and group lo the list to sanfigure them as well, using the
windows AD search picker. You can do o by clicking on the “Add userigroup” button You wil
then be able to add any user available from any accessible domains from your server.

The Advanced View is available on the Permissions, Werking Hours, Secure Desklops features.
Example:

The Users Whitelist tab gives the Administrator the possibility 1o addiremove users from the
whitelist

Users on the whitelist are ignored by TSplus Advanced Security and their seftings will not be.
applied.
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Ayarlar - Kullanicilar Listeye izin
Verebilir

Gelismis Gorunum

Gelismis gorinumle, her erisilebilir etki
alanindan kullanicilari ve gruplari ekleyin ve
yonetin.

Ontanimli goriiniimden Gelismis Gériiniim'e
"Gorunum Degistir" dugmesini kullanarak
gecis yapabilirsiniz.

Gelismis gorunum, her guncel
yapilandiriimis kullanici ve grubu
goruntilemek ve yonetmek icin kullanilir.
Ayrica, Windows AD arama secicisini
kullanarak bunlari yapilandirmak igin listeye
yeni kullanici ve grup eklemenize izin verir.
Bunu "Kullanici/grup ekle" digmesine
tiklayarak yapabilirsiniz. Daha sonra
sunucunuzdan erigilebilen herhangi bir etki
alanindan mevcut olan herhangi bir
kullaniciyi ekleyebilirsiniz.

Gelismis Goriiniim, izinler, Calisma Saatleri,
Guvenli Masaustu ozelliklerinde mevcuttur.
Ornek:

Kullanicilar Beyaz Liste sekmesi, YOneticiye
kullanicilari beyaz listeden ekleme /
kaldirma olanagi verir.

Beyaz listedeki kullanicilar TSplus
Advanced Security tarafindan g6z ardi edilir
ve ayarlari uygulanmaz.

)
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The user who installed TSplus Advanced Saecurity is automatically added 1o the Whitelist:
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TSplus Advanced Security'l yukleyen

kullanici otomatik olarak Whitelist'e eklenir:
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Guvenilir Cihazlar

Guvenilir Cihazlar, her kullanicinin herhangi
bir gelen oturumda kontrol edilecek
yalnizca bir veya birden fazla belirli
cihaz(lar) kullanmasina izin vererek kullanici
cihazini kontrol etmenizi saglar. Herhangi
bir gecersiz aygit adindan bir logo
engellenecektir.

Trusted Devices

Trusted Devices allows you to control users device by allowing each user o use only one or
multiple specific device(s), which will be chacked on any incoming session. A logon from any
invalid device name will be blocked

oM
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Bu ornekte, User1 yalnizca
TSPLUS-SERVER1 aygit adini kullanacak.

Cihaz adi alaninin otomatik
doldurulmasi

Aygit Adi alaninin bazi kullanicilar igin zaten
bir aygit adi ile dolduruldugunu fark
edebilirsiniz. Yoneticiye yardimci olmak icin
TSplus Advanced Security, Guvenilir
Cihazlar 6zelligi etkin olmayan herhangi bir
kullanici tarafindan sunucuya baglanmak

O i sxaml, User 0 4o 1 i s TSPLUS-SERVER ary. icin kullanilan en son cihazin adini otomatik

Auto-fill of device name field Olarak kaydeder

You might notica that the Davice Name field is already filled with a devica name for some users.
In order to help the administrator. TSplus Advanced Security will automatically save the name of

e e e e Bir is gununden sonra, ¢cogu kullanicinin
advanced-security, thus allowing you to quickly enable the Endpoint Protection feature without
s o sk vty s taton e cihaz adi gelismis glvenlik tarafindan

Mote: Trusted Devices is not compatible with HTMLS connections.

bilinecek ve boylece her kullanicinin is
istasyonu adini kontrol etmek zorunda
kalmadan Endpoint Protection 6zelligini hizli
bir sekilde etkinlestirmenizi saglayacaktir.

Not: Guvenilir Cihazlar HTMLS baglantilari
ile uyumlu degildir.
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TSplus Advanced Security
guncelleniyor

Changelog'a tiklayarak duzeltme ve
gelistirmelerimize goz atin

TSplus Advanced Security'in guincellenmesi
kolaydir ve ilgili fayansa tiklayarak
yapilabilir, Ana Sayfadan:

Ardindan, TSplus Advanced Security
guncellemeyi indirir ve uygular.

Not: Verileriniz ve ayarlariniz her zaman bir
Undating Tplus Advanced Securlty glincellemeden once yedeklenir ve TSplus
Advanced Security kurulum klasorunde
s ot s et by o "arsivlier" dizininde bulunabilir.
Do e sl ey s oy g i mvpoi Yedekleme'ye bakin ve verilerinizi ve

tile, from the Homepage:

— : ayarlarinizi geri yUkleyin

o
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Then, TSplus Advanced Security downloads and applies the update.

Mote: your data and settings are always backup before an update and can be found in the
“archives” directory, in TSplus Advanced Security setup folder. See & eslor
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Calisma Saatlerini Kisitlama

Kullanici bagina veya grup basina calisma
saatleri kisitlamalarini yapilandirabilirsiniz.

Seciminizin kisitlamasini segin:

Her zaman bu kullanici/grup erisimine izin
ver Bu kullanici/grub erisimini her zaman
engelle

veya sadece belirli zaman araliklarinda
yetkilendirin.

Gun gectikce yapilandirabilir ve tercih
ettiginiz zaman araligini secebilirsiniz:

Restrict Working Hours

You can configure working hours restriclions per user or per group.
Choose the restriction of your choice:

+ Always authorize this userigroup access
= Always block this userigroup access

‘or Authorize enly during specific time ranges.

You can configure il day by day and select the time range of your preference:

@),
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Itis possible to select a spacific timazane depanding on your user's office location.

An automatic ion at the end of the 1 ‘work time is made.

Itis possible to schedule a warning message before the user is logged off from

###Users/Groups rules priorities
WWhen & user opens a new session on the servar:

3.
if this user has Working Hours restrictions directly defined for himself, then these rules are
enforced.

2
if this user does not have Working Hours restrictions directly defined for himsell, then TSplus
Advanced Security will load any existing Working Hours restrictions for all the groups of this
user, and keep the more permissive rules. For instance if a first group has a rule Lo block the
connection on Manday. a second group has a rule to authorize the connaction on Manday
from 9 AM to 5 PM and a third group has a rule to autharize the connection on Menday from
BAN 1o 3PM, then the user will ba able to open a connaction on Manday from BAM la SPW

‘Warning: This feature uses server's time. Using the user's workstation time andior time-
zone would be pointless, as all the user would only have to change its time-zone to open
a session outside his authorized hours.
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Kullanicinizin ofis konumuna bagh olarak
belirli bir saat dilimi secmek mumkundur.

Yapilandiriimis ¢alisma suresinin sonunda
otomatik bir kopukluk yapilir.

Kullanici Ayarlar> Gelismis> Calisma
Saatlerinden ¢ikis yapmadan 6nce bir uyari
mesajl planlamak mumkundur.

###Kullanicilar/Gruplar oncelikleri
belirler

Bir kullanici sunucuda yeni bir oturum
actiginda:

1.

Bu kullanicinin kendisi i¢cin dogrudan
tanimlanmis Calisma Saatleri kisitlamalari
varsa, bu kurallar uygulanir. 2.

Bu kullanicinin kendisi i¢cin dogrudan
tanimlanmis Calisma Saatleri kisitlamalari
yoksa, TSplus Advanced Security bu
kullanicinin tim gruplari icin mevcut Calisma
Saatleri kisitlamalarini yikleyecek ve daha
izinli kurallari koruyacaktir.

Ornegin, bir ilk grubun Pazartesi giinii
baglantiy1 engelleme kurall varsa, ikinci bir
grubun Pazartesi glinu saat 9'dan 5'e kadar
baglantiya yetki verme kurall vardir ve
Ucglncu bir grubun da Pazartesi giinu saat
8'den 3'e kadar baglantiyi yetkilendirme
kurall vardir, ardindan kullanici Pazartesi
gunu 8'den 5'e baglanti acabilecektir.

Uyari: Bu 6zellik sunucunun zamanini kullanir.
Kullanicinin ig istasyonu saatini ve/veya
zaman dilimini kullanmak anlamsiz olacaktir,
¢UnkU tim kullanici yetkili saatleri disinda bir
oturum a¢mak icin yalnizca zaman dilimini
degistirmek zorunda kalacaktir.

o)
100 /101 *3;{


https://tsplus.com.tr
mailto:sales@tsplus.com.tr

TS + S
PLUS Sunucunuzu givenle koruyun. J ADVANCEDSECURITY

TURKIYE

RESMi KAYNAK GORSELI
TURKGCE ICERIK Kaynak sayfa 99/99

tsplus.com.tr sales@tsplus.com.tr 101/101 *


https://tsplus.com.tr
mailto:sales@tsplus.com.tr

